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January 30, 2024

Submitted via regulations.gov Docket No. USTR-2023-0014
Mr. Daniel Lee
Assistant United States Trade Representative for
Innovation and Intellectual Property
Office of the United States Trade Representative
600 17t Street, N.W.
Washington, D.C. 20508

Re: [IPA Written Submission in Response to USTR’s Request for Comments and Notice of a Public
Hearing Regarding the 2024 Special 301 Review, 88 Fed. Reg. 84869 (Dec. 6, 2023)

Dear Mr. Lee:

The International Intellectual Property Alliance (IIPA) submits these comments in response to the above-
captioned Federal Register Notice as a part of the “Special 301" review. The filing focuses on three concerns affecting
the competitiveness of the copyright industries in foreign markets: (i) inadequate copyright and related laws, particularly
where rights holders are unable to fully exercise their rights; (ii) inadequate and ineffective enforcement of existing
copyright and related laws; and (iii) market access barriers that inhibit the licensing and dissemination of copyrighted
works and sound recordings.

On behalf of its member associations, IIPA has filed comments every year since the 1988 Trade Act
established the Special 301 review proceeding. The annual Special 301 review requires the U.S. government to identify
“foreign countries that deny adequate and effective protection of intellectual property rights or deny fair and equitable
market access to U.S. persons who rely on intellectual property protection.”! IIPA members appreciate USTR'’s
continued adherence to the requirements of the Special 301 statute and the intent of Congress by using this important
trade tool to improve and strengthen copyright protection and enforcement in the reported countries and to open up
these markets for U.S. creators, producers, and workers who rely on copyright protection. As USTR has noted in past
Special 301 Reports, Congress expressed concern that intellectual property (IP) protection and market access
deficiencies “seriously impede the ability of the United States persons that rely on protection of intellectual property
rights to export and operate overseas, thereby harming the economic interests of the United States.”2 The ultimate
goal of the Special 301 review, therefore, is not to catalog trade barriers or admonish foreign governments for deficient
laws or enforcement regimes as such, but rather to expand economic opportunities for the copyright industries by
opening markets for American copyrighted materials in digital and hard copy formats.3

In the 2023 Special 301 Report, USTR recognized that the Report “serves a critical function by identifying
opportunities and challenges facing U.S. innovative and creative industries in foreign markets and by promoting job
creation, economic development, and many other benefits that effective IP protection and enforcement support.”

119 U.S.C. Section 2242(a)(1).

2 See, e.g., 2023 Special 301 Report at 4, citing Omnibus Trade and Competitiveness Act of 1988, § 1303(a)(1)(B), and referencing S. Rep. 100-71 at 75 (1987)
in footnote 2 (“Improved protection and market access for U.S. intellectual property goes to the very essence of economic competitiveness for the United States.
The problems of piracy, counterfeiting, and market access for U.S. intellectual property affect the U.S. economy as a whole. Effective action against these problems
is important to sectors ranging from high technology to basic industries, and from manufacturers of goods to U.S. service businesses.”).

3 The most recently identified market access and other trade barriers around the world, including those pertaining to intellectual property rights, as well as key
barriers to digital trade, are detailed in the U.S. Trade Representative’s 2023 National Trade Estimate Report on Foreign Trade Barriers (March 31, 2023). That
report is available at https://ustr.gov/sites/default/files/2023-03/2023%20NTE%20Report.pdf.

4 See 2023 Special 301 Report at 4.
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Indeed, American creators, producers, publishers, workers, and consumers all benefit when U.S. trading partners enact
strong copyright laws, effectively enforce those laws, and eliminate barriers to their markets. These benefits include
the enrichment of American culture and consumers through enjoyment of creative and scholarly content, including
books and journals, video games, movies and television programing, and music.5 Strong copyright protection and
enforcement also help U.S. trading partners develop, nurture, and enjoy the economic and cultural benefits from their
own cultural and creative sectors, ultimately for the benefit of local consumers. Dynamic digital market conditions,
including fair and equitable market access, create enormous opportunities to further expand economic growth, which
results in more well-paying jobs and foreign sales.

The benefits to American creators, producers, and workers are demonstrated in [IPA’s December 2022 update
of its comprehensive economic report, Copyright Industries in the U.S. Economy: The 2022 Report, prepared by
Secretariat Economics, Inc. (2022 Report). According to the 2022 Report, in 2021, the “core” copyright industries in
the United States: (i) generated more than $1.8 trillion of economic output; (ii) accounted for 7.76% of the entire
economy; and (iii) employed approximately 9.6 million workers, which is nearly 4.9% of the entire U.S. workforce and
over 5.5% of total private employment in the United States.® The jobs created by these industries are well-paying jobs;
for example, copyright industry workers earn on average 51% higher wages than other U.S. workers. Further, according
to the 2022 Report, the core copyright industries outpaced the U.S. economy, growing at an aggregate annual rate of
6.15% between 2018 and 2021, while the U.S. economy grew by 1.76%. When factoring in other industries that
contribute to the copyright economy (which together comprise what the 2022 Report calls the “total” copyright
industries), the numbers are even more compelling. The 2022 Report and statistics amply demonstrate the economic
importance of the copyright industries to the U.S. economy and to the livelihoods of millions of American workers.

The 2022 Report also illustrates the important contributions of the copyright industries to U.S. exports.
According to the report, foreign sales and exports of selected copyright products in overseas markets totaled $230.3
billion in 2021, exceeding the foreign sales of other major U.S. industries. Leveling the playing field for the U.S.
copyright industries in foreign markets would significantly increase these important U.S. exports, boosting U.S. job
creation and economic growth.

A particular focus of this IIPA submission is on necessary improvements to the legal frameworks of trading
partners to further enhance digital trade in copyrighted works and sound recordings. For more than two decades, the
copyright industries have been at the forefront of digital technological advances, creating and disseminating
copyrighted materials using a wide variety of media and ever-more sophisticated systems (including new services and

5 See, e.g., 2023 Essential Facts About the Video Game Industry, available at https://www.theesa.com/2023-essential-facts/ (highlighting the benefits of playing
video games, including building skills, providing stress relief, creating a feeling of community and helping players stay connected to friends and family).

6 See Secretariat Economists, Copyright Industries in the U.S. Economy: The 2022 Report (December 16, 2022) available at
https://www.iipa.org/files/uploads/2022/12/lIPA-Report-2022 Interactive 12-12-2022-1.pdf. Core copyright industries are those whose primary purpose is to
create, produce, distribute, or exhibit copyright materials. The link between copyright protection and economic growth has been well documented by the World
Intellectual Property Organization (WIPO). See, e.g., WIPO Studies on the Economic Contribution of the Copyright Industries: Overview (2014), available at
http://www.wipo.int/export/sites/www/copyright/en/performance/pdf/economic_contribution_analysis 2014.pdf. The WIPO website provides links to 51 country
studies employing virtually the same agreed-upon methodology as the methodology used by Secretariat Economists. See
http://www.wipo.int/copyright/en/performance/. These studies provide the economic underpinnings for efforts to reform copyright laws, improve enforcement, and
lower market access barriers. For the video game industry, see a December 2020 report by ESA Video Games in the 21st Century: The 2020 Economic Impact
Report, available at https://www.theesa.com/wp-content/uploads/2019/02/Video-Games-in-the-21st-Century-2020-Economic-Impact-Report-Final.pdf. This report
highlights how video games not only provide rich interactive entertainment experiences, but also power an innovative industry that has a significant impact on
U.S. economic growth and jobs. For the music industry (RIAA), see the 2020 Jobs & Benefits Report: https://www.riaa.com/wp-content/uploads/2021/02/The-
U.S.-Music-Industries-Jobs-Benefits-2020-Report.pdf and the 50 States of Music website — https:/50statesofmusic.com/ — that provides (qualitative and
quantitative) state-by-state contributions. There are also music industry reports on employment and economic contributions in specific regions, e.g., Europe,
available at https://www.ifpi.org/wp-content/uploads/2020/11/IFPI_music in_Europe WEB spreads.pdf, as well as in specific countries, e.g., India, available at
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/technology-media-telecommunications/IMI%20report_singlePage.pdf. For the motion picture
industry (MPA), see  the 2020 us. economic  contribution infographic, available  at https://www.motionpictures.org/wp-
content/uploads/2022/01/MPA US Economic Contribution 2020 Final.pdf. See also individual (country) MPA economic contribution reports for Australia
(https://www.mpa-apac.org/wp-content/uploads/2022/09/Report-The-Economic-Impact-of-VOD-Services-in-Australia-2022.pdf), India (https://www.mpa-
apac.org/wp-content/uploads/2021/12/logos_India-Frontier-The-Economic-Impact-of-OCC-in-India.pdf), and the United Kingdom (https://www.mpa-emea.org/wp-
content/uploads/2018/09/00-UK-AV-sector-economic-contribution-report-FINAL-2018.09.21.pdf). These reports illustrate the economic value of the production
and distribution of motion picture and television programs, and include analyses of direct and indirect economic impacts (i.e., employment and tax analyses).
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applications (apps)) and new digital business models. The end result of these digital technological advances is that
more copyrighted material is now legally available, in more diversified ways and with more varied pricing options than
at any other time in history, for the enrichment and enjoyment of consumers.”

Improving trading partners’ legal frameworks to expand digital trade in copyrighted materials would foster job
growth in the United States and increase economic opportunities around the world. The 2022 Report demonstrates the
important contributions the copyright industries make to the digital economy, at least as that concept has been defined
by the U.S. Bureau of Economic Analysis (BEA). In 2021, the core copyright industries accounted for over 52% of the
digital economy value added and over 48% of digital economy employment, and the total copyright industries
accounted for nearly 65% of the digital economy value added and nearly 59% of digital economy employment. The
report points out that these numbers likely understate the total contribution of the copyright industries to the digital
economy, because the BEA’s digital economy classification does not encompass the full range of the copyright
industries’ digital activities.

Though the copyright sector is increasingly employing electronic means to produce and deliver its products
and services to meet global consumer demand, laws and enforcement regimes in many foreign markets have failed to
keep pace. The success of the creative community in digital trade depends on strong copyright laws and enforcement
practices that foster a legitimate online economy. Open markets and modern copyright laws, when combined with
effective and efficient enforcement of those laws, have resulted in creators and producers investing in the creation and
dissemination of new high-quality materials, ultimately meeting worldwide consumer demand.

[IPA members recognize and appreciate that USTR has made the Special 301 process a positive catalyst for
change to effectively address the challenges faced by the U.S. creative industries in key markets around the world. In
our view, the process continues to yield results, including positive legal reforms, enforcement actions, and the removal
of market access barriers. In addition to recommending improvements, [IPA’s comments also highlight some of the
recent successes and positive outcomes in several countries.

l. IIPA RECOMMENDATIONS ON DESIGNATIONS AND A SUMMARY OF COUNTRY REPORTS

lIPA’s submission focuses on the markets where [IPA members believe active engagement by the U.S.
government can reap positive results for creators and the industries that support and invest in them. The Country
Reports contained in the filing include a summary of developments from 2023 along with key issues to focus on in
2024. Most of the Country Reports identify key priorities and, wherever possible, detail the legal, enforcement, and
market access concerns specific to each market. Some Country Reports also contain details of specific trade
obligations to the United States in bilateral or multilateral trade agreements or identify unfulfilled obligations that, if
addressed, could improve the local market. In a few instances, the Country Reports focus on only a few key issues or
one or two industries.

[IPA’s 2024 Submission includes this Cover Letter plus two appendices—Appendix A and Appendix B.

7 For example, there are now over 60 million licensed tracks on some of the major music streaming services. See e.g., https://www.apple.com/au/apple-music/ and
https://www.amazon.com/music/unlimited and hundreds of digital music services. The number of subscriptions to online audiovisual services worldwide increased
to 1.3 billion in 2021, a 14% increase from 2020. See, https://www.motionpictures.org/wp-content/uploads/2022/03/MPA-2021-THEME-Report-FINAL.pdf. There
are more than 23,000 games available for immediate digital download and play on the three major gaming consoles (more than 10,000 on xbox, see
https://www.xbox.com/en-US/browse/games; more than 5,000 on Nintendo Switch, see https://www.nintendo.com/switch/system/; and more than 8,000 on
PlayStation, see https://store.playstation.com/en-us/pages/browse), and nearly 30,000 available at any time on the STEAM platform (see
https://store.steampowered.com/about/). For more information generally on the proliferation of services, see, https://www.motionpictures.org/watch-it-legally/
(movies and television content); and http://www.whymusicmatters.com, http://www.pro-music.org/, and the IFPI Global Music Report 2023 at
https://globalmusicreport.ifpi.org/ (music).
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Appendix A includes 23 Country Reports with recommendations for designation in USTR’s Special 301
Report this year.8 These 23 Country Reports cover: Argentina; Belarus; Brazil; Canada; Chile; China; Colombia;
India; Indonesia; Mexico; Morocco; Nigeria; Paraguay; Peru; Poland; Russian Federation; South Africa;
Switzerland; Taiwan; Thailand; United Arab Emirates; Uruguay; and Vietnam.

For these countries, the IIPA recommends:

IIPA 2023 Special 301 Recommendations
Priority Watch List Watch List
Argentina Belarus
Chile Brazil
China Canada
India Colombia
Indonesia Morocco
Mexico Nigeria
Russian Federation Paraguay
South Africa Peru
Vietnam Poland
Switzerland
Taiwan
Thailand
United Arab Emirates
Uruguay
9 14

Appendix B provides a Historical Chart of countries’ placement on Special 301 lists by USTR since 1989 and
[IPA’s 2024 Special 301 recommendations.®

IL. ABOUT IIPA AND IIPA’S INTEREST IN SPECIAL 301

lIPA is a private sector coalition, formed in 1984, of trade associations representing U.S. copyright-based
industries working to improve copyright protection and enforcement abroad and to open foreign markets closed by
piracy and other market access barriers. Members of IIPA include: Association of American Publishers
(www.publishers.org), Entertainment Software Association (www.theesa.com), Independent Film & Television Alliance
(www.ifta-online.org), Motion Picture Association (www.motionpictures.org), and Recording Industry Association of
America (www.riaa.com).

Collectively, IIPA’s five member associations represent over 3,200 U.S. companies producing and distributing
copyrightable content. The materials produced and/or distributed by [IPA-member companies include: video games for
consoles, handheld devices, personal computers, and online; motion pictures and television programming distributed
in all formats (including cinema, television, online, mobile, DVD, etc.); music recorded in all formats (from digital files
to CDs and vinyl) for streaming and other online services, as well as broadcasting, public performance, and

8 The Country Reports were prepared by IIPA Staff, including Linda Quigley, Sydney Blitman, and the undersigned. We particularly thank Sydney Blitman for her
contributions to the preparation, production, and distribution of this submission. The Country Reports are based on information furnished by 1IPA’s member
associations. The information contained in this submission should not be construed as providing legal advice.

9 A number of countries/territories have appeared on a Special 301 list every year since 1989, or for a considerable number of years. A 1994 amendment to Section
182 of the Trade Act, dealing with identification of “priority foreign countries,” provides that USTR must consider “the history of intellectual property laws and
practices in the foreign country, whether the country has been identified as a priority foreign country previously, and U.S. efforts to obtain adequate and effective
intellectual property protection in that country.” Uruguay Round Agreements Act Statement of Administrative Action, reprinted in H.R. Doc. No. 103-316, vol. I, at
362 (1994).
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synchronization in audiovisual materials; and fiction and non-fiction books, educational, instructional and assessment
materials, and professional and scholarly journals, and databases.

. INITIATIVES TO STRENGTHEN IP PROTECTION AND ENFORCEMENT IN FOREIGN MARKETS

[IPA highlights positive developments in the following markets in the past year:

Australia: Australia has developed excellent tools to fight online piracy, including effective laws allowing for
injunctive relief against ISPs and search engine providers. Rights holders have succeeded in obtaining orders to disable
access to thousands of piracy domains (such as pirate brands like ThePirateBay and other content delivery services
like pirate cyberlockers), resulting in significant reductions of visits to piracy sites and increases in visits to legitimate
video-on-demand (VOD) services. The efficacy of this approach is evident both in the migration of heavy piracy users
to legal paid VOD services and the cooperation of online search engine providers to delist piracy sites from their search
results.

Brazil: Brazil's Ministry of Justice and Public Safety's Operation 404 against online piracy reached its 5th
wave in March 2023. The country-wide raid arrested 11 people and blocked 199 websites and 63 Internet applications
responsible for infringing copyrights. 32 search and seizure warrants were executed over computers, equipment, and
documents belonging to pirates.

India: India established a site-blocking remedy in 2019 and, in 2022, rights holders achieved a new milestone,
obtaining orders allowing for a domain to be blocked because of its association with a pirate brand. Rights holders are
now able to obtain orders to disable access to pirate brands like ThePirateBay and to content delivery services like
pirate cyberlockers. Rights holders have also obtained the cooperation of online search engine providers to delist piracy
sites from their search results, which further reduces piracy. In addition, the Delhi High Court is beginning to grant
orders to address two of the latest and virulent forms of piracy of audiovisual content; pirate Internet Protocol TV (IPTV)
services and live sports feeds. Furthermore, in February 2022, the Delhi High Court Intellectual Property Rights Division
Rules entered into force, followed by similar rules notified in the Madras High Court in April 2023. The Rules establish
an IP Division of the Delhi High Court and are intended to ensure that the judges hearing IP cases are well versed in
IP laws and practice. These rules have had a positive impact on the adjudication of IP cases to date and could provide
a model for other states. However, as noted in the India country report, concerns remain for the scholarly publishing
sector. Some three years after filing an application to block access to the piracy site Sci-Hub, the matter remains
pending, despite the operator’s own categorial admission to the court that plaintiff publishers are the copyright owners
of the works illegally obtained and posted to the site.

Peru: The Instituto Nacional de Defensa de la Competencia y de la Proteccion de la Propiedad Intelectual
(The National Institute for the Defense of the Competition and Protection of Intellectual Property, INDECOPI)
collaborated in Brazil's March 2023 Operation 404 wave discussed above, taking down 73 infringing websites based
in Peru.

Philippines: The Philippine government has recognized that online piracy is a major threat to both the local
and international creative industries and has made noticeable efforts to implement a more robust copyright enforcement
regime. With the most popular piracy sites and services among Filipino consumers being operated outside of the
country, the IP Office of the Philippines (IPOPHL) adopted an administrative site blocking mechanism under
Memorandum Circular 23-025 or the Rules on Voluntary Administrative Site Blocking (“Circular”),© rolling out the first
voluntary site-blocking regime in the Asia Pacific region. The voluntary site-blocking rules will be implemented through
“partner agreements” between IPOPHL and several of the country’s ISPs. The Circular sets the rules for a voluntary

10 See IP Office of the Philippines (IPOPHL) rolls out new site blocking rules to stamp out piracy, redirect consumers to legit markets, IPOPHL, available at
https://www.ipophil.gov.ph/news/ipophl-rolls-out-new-site-blocking-rules-to-stamp-out-piracy-redirect-consumers-to-legit-
markets/#:~:text=T0%20mark%20the %20celebration%200f,being%20third%20in%20East%20and
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administrative site-blocking process with additional oversight from the National Telecommunications Commission
(NTC), which through a Memorandum of Agreement with IPOPHL widens the agency’s oversight to over 300 ISPs that
are not part of IPOPHL's site blocking partner agreements. Draft IP Code amendment bills also have been introduced
in Congress. A stand-alone bill (HB 7600) would strengthen the site-blocking powers of IPOPHL, allowing for an
administrative injunctive remedy to disable access to infringing websites. The bill passed its third reading in the House
of Representatives earlier this year and has been elevated to the Senate.

lIPA welcomes these positive developments from 2023 and looks forward to continuing to work with
governments to foster a healthy ecosystem for the creative industries. Despite these positive developments, serious
additional legal reform and enforcement issues remain in several of these countries. The details of these and other
issues in certain of these countries can be found below and in the respective Country Reports in Appendix A.

Iv. ADDITIONAL CONCERNS REGARDING LEGAL REFORM EFFORTS IN OTHER KEY FOREIGN
MARKETS

As detailed in the Country Reports, there are several countries, notably South Africa, Canada, Indonesia,
Nigeria, Peru, and Switzerland, where the press for reforms and modernization of national copyright laws have failed
to keep pace with market and technological trends. In some cases, reform efforts have become a vehicle for proposals
that threaten well-established global norms enshrined in long-standing international instruments, including by
introducing broad exceptions and limitations. In addition to the problematic legal reform efforts identified in the Country
Reports, the governments of several other countries, including Belgium, Ecuador, Germany, Japan, Kenya,
Malaysia, Philippines, Saudi Arabia, Singapore, South Korea, and Turkey, have introduced or enacted legislation,
or taken other actions that threaten to significantly weaken, not strengthen, copyright protections or enforcement in
those countries. Further details of the serious concerns in these markets are provided below.!" IIPA urges the U.S.
government to monitor developments in these countries and proactively engage with these governments to ensure
their legal reform efforts result in adequate and effective copyright protection and enforcement.

A. Belgium

In June 2022, Belgium enacted a law implementing the European Union (EU) Directive 2019/790 on copyright
and related rights in the Digital Single Market (DSM Copyright Directive) that introduced two new unwaivable statutory
remuneration rights (SRRs) subject to mandatory collective rights management. One of these SRRs is applicable to
user generated content (UGC) payable by online content sharing service providers (OCSSPs) such as YouTube (in
the context of the implementation of Article 17 of the DSM Copyright Directive but also with reference to Article 18);
and the other SRR is applicable to content on streaming services payable by streamers (in the context of the
implementation of Article 18 of the DSM Copyright Directive). The law was published on August 1, 2022 and entered
into force on the same day. The introduction of the streaming SRR in Section 62 of the implementing law took place at
the end of legislative process in Parliament (with government acquiescence) without conducting consultations or any
proper impact assessment of this issue. The new provision raises significant questions regarding its compliance with
fundamental EU principles, including its impact on freedom of contract and freedom to conduct business. Indeed, both
provisions are subject to annulment proceedings before the Belgian Constitutional Court (with a potential referral to the
European Court of Justice). The new SRRs also raise considerable uncertainty as to their practical application. In the
case of the streaming SRR, according to the terms of Article 62, it should not apply to content from countries that have
Collective Bargaining Agreements (CBAs) in place. Furthermore, it is not clear how the new legal regime will actually
work (e.g., how it will impact on both local and foreign rights holders, authors, and performers, how it will ensure the
correct distribution, to what time period it should apply, etc.)

11 In addition to the concerns highlighted in this section and in the Country Reports in Appendix A, Section V of this submission, Key Challenges for the Copyright
Industries—Protection, Enforcement, and Market Access Issues, includes details of serious protection, enforcement, and market access concerns in several
markets.
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B. Ecuador

Ecuador's 2016 Codigo Organico de la Economia Social de los Conocimientos, Creatividad e Innovacion
(Code of the Social Economy of Knowledge, Creativity, and Innovation, COESCI) established numerous exceptions
and limitations to copyright, enumerated in Article 211 (“Fair Use”) and Article 212 (“Acts that do not require
authorization for use”). These exceptions are unduly broad and undermine important protections for rights holders.
They are also inconsistent with the three-step test governing exceptions and limitations in Article 9(2) of the Berne
Convention, Article 13 of the WTO TRIPS Agreement, and the corresponding provisions of the WIPO Copyright Treaty
(WCT) and WIPO Performances and Phonograms Treaty (WPPT) (collectively, the WIPO Internet Treaties), each in
force in Ecuador since 2002.

Unfortunately, November 2020 regulations by Servicio Nacional de Derechos Intelectuales (National Service
for Intellectual Rights, SENADI) implementing some of COESCI’s provisions did not address the creative industries’
most serious concerns regarding the overbroad exceptions. Instead, the regulations imposed numerous new
obligations on collective management organizations (CMOs) that go beyond the regional standards and, in practice,
mandate CMOs to invest significant time and resources on attending multiple requests and inquiries from SENADI.
Secretaria Nacional de Educacion Superior, Ciencia, Tecnologia e Innovacion (National Secretariat for Higher
Education, Science, Technology, and Innovation, SENESCYT), the umbrella entity overseeing SENADI, is reportedly
working on a legislative proposal to amend some of COESCI's exceptions. IIPA urges SENADI and SENESCYT to
reverse the most damaging provisions in COESCI, as laid out below, and to bring the law into compliance with the
country’s international obligations.

Ecuador’s attempt to transplant the U.S. fair use provision in the COESCI law creates an unacceptable level
of uncertainty and risk in the country’s copyright ecosystem. COESCI’s Article 211 is broader than the U.S. provision
on which it is purportedly based, because it adds a fifth factor, described as “use and enjoyment of other fundamental
rights.” This factor, essentially a catchall, creates great uncertainty because it is not clear what constitutes “other
fundamental rights” and how the factor will relate to the other four. Furthermore, while decades of case law and the
principle of stare decisis enable U.S. courts to appropriately interpret and confine Section 107 of the U.S. Copyright
Act, a similar environment does not exist in Ecuador. As a civil law country, its courts are not bound by judicial
precedent. Furthermore, no body of case law exists within the legal system in Ecuador to which a judge may refer in
evaluating whether the contested use is indeed fair. Also, although Article 211 indicates it is to be applied in accordance
with international treaties to which Ecuador is a party, the provision is not in accord with international law due to the
broad, unclear fifth factor and the lack of any case law to appropriately confine the exception. Finally, Article 211 may
further negatively impact online enforcement in Ecuador because Internet platforms may be less willing to take down
infringing content if they construe the fifth factor broadly and decide that unauthorized access to protected works is a
fair use pursuant to “enjoyment of other fundamental rights” recognized in Ecuador (e.g., right to practice sports, right
to education, right to communication, etc.). Thus, as written, the provision is outside the bounds of the three-step test,
the international standard that confines exceptions and limitations to copyright, because it conflicts with the normal
exploitation of works, unreasonably prejudices rights holders’ legitimate interests, and is not limited to “certain special
cases.”12

Making matters worse, Article 211 includes language akin to a fair use savings clause that suggests that if a
use that is generally regulated by a specific exception does not meet the requirements of such exception, it may still
be considered under the fair use provision. The fair use savings clause applies to each enumerated exception in the
law, effectively broadening each exception beyond the scope of the three-step test. In other words, if the use does not
meet one of these exceptions, then the fair use savings clause allows the exploiter to try and qualify under the overly

12 See Berne Convention, Art. 9 (“Members shall confine limitations and exceptions to exclusive rights to certain special cases which do not conflict with a normal
exploitation of the work and do not unreasonably prejudice the legitimate interests of the rights holder.”); see also WTO TRIPS Agreement, Art. 13 (1994); WIPO
Copyright Treaty (WCT), Art. 10 (1996); and, WIPO Performances and Phonograms Treaty (WPPT) Art. 16 (1996).
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broad fair use provision, with all of the problems identified above. Therefore, for all of the reasons discussed above,
Article 211 should be removed.

COESCI's list of other exceptions and limitations is extensive.'® Several exceptions allow widespread uses
that clearly fall outside the confines of the three-step test, including: exception 9 for libraries and archives; exception
11 allowing broadcasters to make ephemeral copies for their own transmissions and keep them for a period of five
years; exception 24 allowing websites, without the permission of rights holders, to reference or link to online sites, as
well as to reproduce and store content when necessary for the operation of a search site provided there is no “violation”
of the protected content; exception 26 allowing small businesses—a category that due to its broad definition covers
the vast majority of businesses open to the public—to freely communicate works to the public; exception 27 eliminating
music rights holders’ ability to license to private transportation companies for the public performance of their works and
recordings, especially coaches and “busetas,” which are popular forms of transportation in the region and a non-
negligible market for music rights holders; and exception 30 allowing “community radios,” which in practice operate as
commercial radios, to communicate works to the public without permission from rights holders or remuneration.

In addition to these exceptions, other problematic COESCI provisions include compulsory licenses and
various rights and “default’ clauses to govern contracts within the creative sectors, unless those contractual provisions
are expressly excluded, and sometimes even despite such an exclusion. For instance, Article 217 establishes a
compulsory license for the translation of literary works that are not available in Spanish or other local languages in the
national market. Although Articles 69 and 70 of SENADI's regulations require a seven-year period of unavailability and
that the party who seeks the license show there is a need for the work among “the general public or for school or
university teaching,” this language is inadequate to appropriately cabin the provision’s scope of application. COESCI's
Article 221 imposes a mandatory interpretation of the law in favor of the author if a conflict exists regarding related
rights. Such provisions are discriminatory and do not fuffill their intended purpose of increasing protection for authors
and composers. In today’s world, copyright owners and related rights holders, including singers and musicians, need
equal protection to secure the normal exercise of their rights according to their contributions in the production and
distribution chain of music and other protected content.

Finally, in addition to the concerns with COESCI, SENADI’s decisions, including regarding the use of sound
recordings by satellite and cable operators such as the state-owned Corporacion Nacional de Telecomunicaciones
(National Telecommunications Corporation, CNT), are not enforced due to an unnecessarily complicated administrative
appeal system that is abused by operators.

C. Germany

The 2021 transposition of the DSM Copyright Directive into German legislation and the changes to Germany’s
Copyright Act introduced broad new exceptions for copyright protected works on OCSSPs. The new exceptions include
an overbroad limitation on the exercise of exclusive rights for “presumably permitted uses” and content that is “pre-
flagged” by users as non-infringing. Those presumably permitted uses apply to UGC that (1) contains less than half of
awork by a third party or several works by third parties, (2) combines the work parts according to (1) with other content,
and (3) makes only minor use of third-party works. Uses of up to 15 seconds each of a cinematographic work or motion
picture, 15 seconds per soundtrack, 160 characters per text, and 125 kilobytes per photographic work are considered
“minor uses” of a copyrighted work. These new de facto exceptions exceed the “three-step test” and will lead to an
untenable situation in which certain uses would be permitted in Germany but not elsewhere in the EU or worldwide. ™4

13 For further details regarding these problematic exceptions and limitations and other concerns with Ecuador’s legal framework, see 2023 1IPA at 145-147.

14 Article 13 of the WTO TRIPS Agreement obligates WTO members to “confine limitations or exceptions to exclusive rights to certain special cases which do not
conflict with a normal exploitation of the work and do not unreasonably prejudice the legitimate interests of the right holder.” See also Berne Convention Article 9(2)
(same, as to reproduction right); WIPO Copyright Treaty (WCT) Article 10 (same, as to all Berne exclusive rights and all exclusive rights granted under the WCT
itself); WIPO Performances and Phonograms Treaty (WPPT) Article 16(2) (same, as to all rights provided for under WPPT).
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The Belgian OSCCP SRR discussed above is in part based on a similar provision adopted in connection with
the German implementation of Article 17 of the DSM Copyright Directive. The German implementation also introduces
an SRR for authors and performers, subject to mandatory collective rights management, and exercisable against
OCSSPs like YouTube. This means that authors and performers who have licensed or transferred their rights to
producers and already obtained remuneration under these contracts, would still be able to ask for a remuneration from
an OCSSP - where the producer has licensed the content to the OCSSP. Moreover, the SRR also applies where use
of the content on the OCSSP s subject to an applicable copyright exception (e.g., parody, satire, or pastiche). The
SRR is unwaivable and must be administered by CMOs. This provision raises significant questions regarding both its
practical application as well as its legitimacy, not least due to the unreasonable restrictions on the freedom of contract.
Reportedly, complaints have been filed with German Constitutional Court.

Finally, it is notable that Germany remains a popular jurisdiction for pirate sites as they rely on Germany’s
hosting provider infrastructure. In particular, a huge number of sites that infringe music are hosted by two hosting
providers in Germany.

D. Japan

In 2019, the Japanese Copyright Act was amended to include an exception, in Article 30-4, that permits the
exploitation of a work for data analysis (meaning the extraction, comparison, classification, or other statistical analysis
of the constituent language, sounds, images, or other elemental data from a large number of works or a large volume
of other such data) or in any other case in which it is not a person’s purpose to personally enjoy or cause another
person to enjoy the thoughts or sentiments expressed in that work. While the act states that it does not apply if the
action would unreasonably prejudice the interests of the copyright owner in light of the nature or purpose of the work
or the circumstances of its exploitation, it does not expressly distinguish between use for commercial or non-commerecial
purpose, nor does it expressly require lawful access to the works in question. It is also not clear what activities are
encompassed by the non-personal enjoyment carveout. Rights holders are deeply troubled by the current lack of clarity
and certainty, which risks Article 30-4 permitting the use of unlawfully accessed copyright material as the source for
text and data mining (TDM) activities. IIPA requests the Government of Japan to clarify that its TDM exception does
not permit such uses. It is imperative that the application of the TDM exception is done in a manner consistent with
Japan'’s international obligations, and that the Japanese government issue guidance to confirm that the TDM exception
does not allow the use of copyright-protected content without authorization to develop and train artificial intelligence
(Al) models, including by commercial operators for commercial purposes, that could generate outputs that
unreasonably harm rights holders’ interests.

E. Kenya

While the Government of Kenya has indicated its intention to ratify the WIPO Internet Treaties, it has yet to
do so or to set a timeframe for accession. Kenya should ratify and implement the WIPO Internet Treaties as part of its
ongoing Copyright Act amendment process. Kenya’s 2019 amendment to the Copyright Act was intended to address
some of the challenges of the digital age, but Kenya's copyright framework remains deficient in several significant
respects. A 2020 draft Intellectual Property Bill (IP Bill), which largely incorporated 2019 amendments to the Copyright
Act, failed to address many of these deficiencies and included additional provisions that fall short of Kenya's
international obligations and best practices. While there has been no movement on the IP Bill, and the government’s
position on the bill is unclear, on October 17, 2023, the Kenyan Copyright Board (KECOBO) published a new draft bill,
the Copyright and Related Rights Bill (2023 Bill), which is intended to replace the Copyright Act enacted in 2001. To
ensure adequate and effective protection and enforcement of IP rights, Kenya's government should address the
following shortcomings in Kenya’s copyright and enforcement framework, many of which are not properly addressed
in the proposed legislation, including by:
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rejecting any proposals requiring copyright registration and compulsory recordation of assignments, and
removing the requirement in the Copyright Act that authentication devices be affixed to sound recordings,
all of which are incompatible with Kenya'’s international obligations, including under the Berne Convention
and the WTO TRIPS Agreement, and with the requirements of the WPPT;

ensuring that the exclusive rights of communication to the public and making available are clearly defined
and meet the requirements of the WPPT;

ensuring that exclusive rights apply to all sound recordings, including “born digital” recordings;

retaining the rights of communication to the public and broadcasting as exclusive rights;

providing adequate and effective protections for technological protection measures (TPMs) and rights
management information (RMI), in line with international standards;

providing a term of protection consistent with international norms (life of the author plus 70 years, or at
least 70 years from fixation or publication for sound recordings or works not measured by the life of a
natural person);

ensuring that scope of exceptions and limitations to copyright protection is properly confined to the three-
step test, including by expressly incorporating the three-step test into the law;

improving Kenya’s online liability regime to ensure that it supports sustainable growth of the digital content
markets and does not shield copyright infringing services, including by: (i) ensuring there is a clear legal
basis under which ISPs may be held liable for IP infringements carried out by third parties using their
services or networks; (i) clarifying that safe harbors apply only to passive and neutral intermediaries that
do not contribute to infringing activities; (iii) clarifying the responsibilities of ISPs eligible for safe harbors,
including an obligation to remove infringing content expeditiously upon obtaining knowledge or
awareness of the infringing activity and to take measures demonstrated effective in preventing or
restraining infringement; (iv) requiring ISPs to implement effective repeat infringer policies; and (v)
requiring marketplaces and encouraging all relevant intermediaries, not only those that may avail
themselves of safe harbors, to implement “know your business customers” (KYBC) procedures.
ensuring that the collective management framework and system reflects the essential characteristics of
a CMO (that they are non-profit and owned or controlled by their member rights holders) and that CMO
operations are in keeping with the principles of transparency, accountability, and good governance
consistent with international standards and best practices;

rejecting any proposal to introduce a statutory licensing scheme for ring back tunes as artists and rights
holders should be allowed to freely negotiate fair commercial terms for the use of their recordings, on the
back of strong exclusive rights and effective measures to enforce their rights;

introducing a rate-setting standard applicable to the licensing of collectively managed rights requiring that
rates reflect the economic value of the use of the rights in trade (i.e., willing buyer/willing seller standard);
providing deterrent civil and criminal penalties to combat piracy, including applying increased penalties
for second and subsequent offenses and fines and imprisonment terms for criminal offenses to all
offenses, including circumvention of TPMs, distribution of devices designed to circumvent TPMs, and
removal/alteration of RMI; and

clarifying the role of the proposed IP Tribunal.

In addition, a mandatory IP recordation system, established under the Anti-Counterfeit Authority (ACA), went
into effect on January 1, 2023. Under this system, it is an offense subject to criminal sanctions to import products
protected by IP rights into Kenya if such rights have not been recorded with the ACA. The mandatory IP recordation
system raises several concerns, including regarding Kenya’s compliance with the Berne Convention, which prohibits
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formalities regarding the enjoyment and exercise of copyright rights.'> Kenya should amend its mandatory recordation
system to be voluntary and ensure that copyright is not in scope.

Finally, the Government of Kenya published for consultation the Computer Misuse and Cybercrimes (Critical
Information Infrastructure and Cybercrime Management) Regulations, 2023. Notably, the regulations fall short in the
critical area of addressing piracy and other intellectual property infringements, which are key concerns regarding
computer misuse and cybercrime activity. In particular, the regulations should address the unlawful streaming and
downloading of content, including via cyberlockers and stream-ripping sites, which often host malware that infects the
computers of users and poses cybersecurity risks.

F. Malaysia

In Malaysia, mandatory one-stop shop CMO licensing could reemerge. A task force made up of government
officials and industry players is evaluating whether centralized control over collective licensing is necessary and will
report their findings back to the government. This has the potential to revive the previously failed central collective
licensing system under Music Rights Malaysia Limited (MRM), which was abandoned in 2020. Such a system would
interfere with rights holders’ ability to determine how and by whom their rights are managed, as well as how royalties
are collected, apportioned, and distributed. Malaysia should desist from this course of action. In addition, Malaysia’s
outdated term of protection for sound recordings, films, and other works, which remains at 50 years, should be extended
to at least 70 years.

G. Philippines

As noted above, the Philippine government has recognized that online piracy is a major threat to both the
local and international creative industries and has made noticeable efforts to implement a more robust intellectual
property enforcement regime. The IPOPHL has spearheaded the passage of a legislative site-blocking regime and has
rolled out the first voluntary site-blocking framework in the Asia Pacific region. The voluntary site-blocking memorandum
of understanding (MOU) was signed in September 2023 between IPOPHL and the country’s ISPs. It sets the rules and
regulations for a voluntary administrative site-blocking process with additional oversight from the National
Telecommunications Commission. There are several bills before Congress that propose changes to the IP Code, but
the bills contain several problematic provisions that should be removed or revised as indicated below:

o Remove the extended collective licensing (ECL) mechanism: ECL is a system that was developed for
certain specific cases in markets with well-developed collective rights management systems, and with
CMOs already representing a substantial number of rights holders in their respective fields. This is not
the case in the Philippines. Furthermore, an ECL is a limitation on the exercise of rights and, as such,
must comply with the three-step test. Accordingly, an ECL may be introduced only where there is a proven
market failure and where individual licensing is unfeasible, not into a developed and well-functioning
market. There is no evidence justifying the introduction of ECL in the Philippines, and the proposed ECL
does not comply with the three-step test.

e Remove the provision for additional remuneration for performers for subsequent communications or
broadcasts, which, like the ECL mechanism, interferes with freedom of contract and established
contractual and licensing arrangements.

e Remove the open-ended fair use provision in Section 207 or at least change it to a closed-list fair dealing
provision. Open-ended exceptions create unnecessary uncertainty, litigation, and conflicting decisions,
causing confusion. Such exceptions can be harmful not only to rights holders but also to users who need
certainty regarding which uses are permitted. Closed list systems have been adopted in most countries

15 See Berne Convention Article 5(2).
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because they provide a high degree of certainty as to the permitted uses. Fair use is determined on a
fact-intensive, case-by-case basis. In the United States, a well-developed body of case law helps to
mitigate the inherent uncertainty of the scope of the fair use exception. Without this foundation of a well-
developed body of case law, a fair use exception in the Philippines raises questions regarding the first
requirement of the three-step test, that exceptions must be limited to “certain special cases.”

o Extend the term of protection for sound recordings and audiovisual and other works to at least 70 years
in keeping with the international standard, as discussed below.

o  Clarify the requirements for mandatory accreditation of CMOs with IPOPHL in Section 203.2: It should
be made clear that individual rights holders, engaged in licensing of rights they own or control, shall not
be under any obligation to seek an accreditation.

H. Saudi Arabia

Saudi Arabia is an important market that still needs to accede to and implement the WIPO Internet Treaties
and ensure that the legal framework, including the Copyright Law and Implementing Regulations of Copyright Law, is
compatible with the WIPO Internet Treaties and international standards and best practices. In early 2023, the Saudi
Authority for Intellectual Property (SAIP) held a public consultation on accession to the WPPT. In particular, key
definitions and rights should be clarified to ensure they are consistent with the treaties, including the definition of “sound
recordings” and the rights of communication to the public, broadcasting, and making available, which should be
separately enumerated and defined. In addition, Saudi Arabia should ensure its exceptions and limitations are confined
to the three-step test. The Kingdom of Saudi Arabia should also extend the current 50-year term of protection for
copyrighted works and sound recordings to at least 70 years in keeping with the international standard.

l. Singapore

In September 2021, Singapore passed a TDM exception that permits copying or communicating for
computational data analysis. '8 While Singapore’s TDM exception requires the user to have lawful access to the work
in question, it does not expressly distinguish between use for commercial or non-commercial purposes, it does not
expressly permit a contractual override, and it is not clear what activities or which beneficiaries are encompassed by
“computational data analysis” limitation. It is imperative that the application of the TDM exception is done in a manner
consistent with Singapore’s international obligations, and that the Government of Singapore issue guidance to confirm
that the TDM exception does not allow the use of copyright-protected content without authorization to develop and train
Al models, including by commercial operators for commercial purposes, that could generate outputs that unreasonably
harm right holders’ interests.

J. South Korea

Several legislators in the National Assembly have proposed amendments to South Korea’s Copyright Act that
contain problematic proposals, including a statutory remuneration right for directors, authors (including scriptwriters),
and performers. This remuneration right would allow directors, scriptwriters, and performers, all of whom have already
assigned their rights, to claim additional compensation from any profits generated. These proposals would undermine
the freedom and sanctity of contracts and have a dramatic chilling effect on investment in the audiovisual industry. If
enacted, producers of content will face uncertainties regarding increased risks of unlimited liability for payouts of
additional remuneration over an extended period of time. As a result, producers may reserve profits from popular, best-
selling works to pay this additional remuneration to directors, scriptwriters, and performers, instead of re-investing the
profits into the production of other, more niche content. This will ultimately harm the diversity and variety of content

16 See Article 244 of Singapore’s Copyright Act of 2021, available at https://sso.agc.gov.sa/Acts-Supp/22-
2021/Published/20211231?DocDate=20211007 &Provlds=P15-P28-&ViewType=Within&Phrase=computations&WiAl=1
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produced. Furthermore, these amendments raise questions regarding the U.S.-Korea FTA (KORUS), Article 18.4.6 on
freedom of contract for copyright rights holders.

K. Turkey

For over a decade, the Government of Turkey has promised to modernize its Copyright Law (1951, last
amended in 2016) to fully implement the obligations of the WIPO Internet Treaties. Turkey acceded to the treaties in
2008, but has yet to fully implement them, including by providing proper remedies against the circumvention of TPMs
and protecting RMI. In 2018, the Government of Turkey circulated a comprehensive Copyright Law reform bill (2018
Bill), but that draft was withdrawn in 2019, in large part because of disagreements about the provisions on CMOs. The
Ministry of Culture and Tourism worked on a smaller package instead of the withdrawn 2018 Bill, but only Article 72 of
the Copyright Law was amended to expand protections against circumventing TPMs. While secondary legislation was
studied and changes were made in the CMO regulations and banderol regulations, these small changes will not bring
the required solutions to many of the existing copyright problems as discussed below and, unfortunately, the needed
changes are not expected to be made soon.

Turkey's legal framework should be amended to address its digital piracy problem—including stream ripping,
cyberlockers, BitTorrent and other peer-to-peer (P2P) linking sites, download sites, and “topsites” (i.e., high speed
servers used covertly to share content)—which is widespread and has stifled the legitimate market. While the current
Copyright Law provides for a notice and takedown process, an ISP’s failure to comply with takedown notices or
requests to block access to infringing websites are merely subject to administrative fines. A rights holder must obtain
a criminal court injunction to require the ISP to remove the infringing content. In addition, current law does not provide
for criminal penalties for copyright violations.

The Internet Law sets out broad liability exceptions that are inadequate to incentivize ISPs to address
infringements on their sites or by those using their services. The law provides that service providers are not liable for
third-party content unless “it is clear that [the provider] adopts the content to which it provides a link and that the user
intends to access that content.” The definition of a provider is unclear, and should be clarified to define who is, and is
not, eligible for the limitation on liability, and the liability limitation should apply only to passive and neutral intermediaries
that do not contribute to infringing activities. Also, unlike most countries, including the United States, the liability
exemption denies the ability of a rights holder to obtain injunctive relief. This also should be corrected.

The governance and management of CMOs has been a long-standing problem in Turkey. Currently, foreign
rights holders face discriminatory policies that prevent foreign producers from being fully participating members of
Turkish CMOs (with full voting rights and management and decision-making authority). Because of this, the monetary
distribution rules and practices are discriminatory to foreign rights holders, and there is no transparency for non-
management rights holders. The prior drafts of CMO legislation (including the 2018 draft) would not have addressed
the fundamental problem of banning non-Turkish producers from full participation in, or management of, the CMOs.
The 2023 Special 301 Report recommended, and rights holders agree, that Turkey should require “fair, transparent
and non-discriminatory procedures” for CMO governance of all rights holders’ rights.

One loophole in the 2018 Bill would allow Turkish collecting societies to license theaters to screen motion
pictures without authorization from film producers, and to subject them only to a compulsory license with a remuneration
determined by a collecting society. This statutory license of an exclusive public performance right, if enacted, would
interfere with the freedom to contract by the copyright owner and violate international treaties and norms, and should
not be adopted in any CMO law (or Copyright Law) revision.

There were other concerns with the 2018 Bill that should be corrected in any future draft legislation, including:
(i) a broad exception to the right of reproduction, including for reprography and digital education; (ii) loosening the right
of distribution for imported copies with authorization, making it more difficult for rights holders to prevent the distribution
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of pirated copies; and (iii) limiting the private copy levy royalty rate to rights holders to 37.5%, with the remainder going
to the Government of Turkey.

V. KEY CHALLENGES FOR THE COPYRIGHT INDUSTRIES—PROTECTION, ENFORCEMENT, AND
MARKET ACCESS ISSUES

Notwithstanding the positive developments noted above, the U.S. copyright industries face complex
challenges in overseas markets that fall into three distinct, but overlapping, categories: (i) inadequate copyright and
related laws; (i) inadequate and ineffective enforcement of existing copyright and related laws; and (iii) market access
barriers that inhibit the licensing and dissemination of copyrighted works and sound recordings. Below is a summary
of the major challenges across the global markets in each of these categories:

A. Inadequate Copyright and Related Laws

Although the Country Reports highlight specific concerns and deficiencies in the copyright legal regimes in
each of the identified countries, some concerns are common to many countries. First, the current legal regimes of many
U.S. trading partners fail to meet their obligations to the United States, evolving global norms, or the minimum standards
of the WIPO Internet Treaties. Second, in several countries, CMOs are not operating fairly or properly, resulting in the
denial of monies to rights holders. Related to these concerns, as outlined in the section above regarding additional
concerns on legal reform efforts in other key foreign markets, several countries undertaking major overhauls of their
copyright and related laws are considering adopting or have adopted proposals that would weaken rather than
strengthen copyright protections or enforcement mechanisms, thereby undermining markets for the digital creation or
dissemination of rights holders’ materials.

1. Failure to Meet Legal Reform Obligations, Evolving Global Norms, and Global Minimum
Standards

As detailed in the Country Reports and the section above regarding additional concerns on legal reform efforts
in other key foreign markets, U.S. trading partners have many unmet legal reform obligations from the numerous
bilateral, regional, and multilateral trade agreements with the United States. These agreements include: (a) the WTO
TRIPS Agreement, to which 164 countries have now acceded (and over 20 additional countries are in the process of
acceding); and (b) free trade agreements (FTAs) or trade promotion agreements (TPAs) with over 20 countries,
including the 2020 agreement with Mexico and Canada (USMCA), as well as bilateral agreements that entered into
force in 2012 with South Korea, Colombia, and Panama. These agreements are intended to open foreign markets to
U.S. goods and services dependent on copyright protection, chiefly (although by no means exclusively) by mandating
improved and modernized copyright laws, and, in most cases, higher standards for on-the-ground enforcement of these
laws."” The United States also has a series of Bilateral Investment Treaties (BITs) that are increasingly relied upon to
resist efforts by foreign governments to impose heavy-handed regulations, such as mandated local-content quotas,
purchase requirements, or restrictions on audiovisual over-the-top (OTT) businesses.

Some signatories to existing FTAs have not met their agreement obligations, yet these countries continue to
enjoy advantageous access to the valuable U.S. markets for goods and services. These concerns are detailed in the
Country Reports, notably in Chile and Colombia, where the legal frameworks for online enforcement remain deficient.

"7 In addition, some countries, such as the United Kingdom (UK) and Japan, are actively seeking additional trade agreements with their trading partners, some of
which are paying dividends in stronger intellectual property (IP) protection and enforcement obligations that, through the most favored nation (MFN) principle,
should afford benefits to U.S. rights holders as well. For example, the UK-New Zealand Free Trade Agreement (FTA), signed on February 28, 2022, includes
several important obligations, such as providing injunctive relief against intermediaries for copyright infringement (Article 17.70), incorporating a “commercial scale”
definition, mirroring that of U.S. FTAs, that requires criminalization of “significant acts, not carried out for commercial advantage or financial gain, that have a
substantial prejudicial impact on the interests of the copyright or related rights holder in relation to the marketplace” (Article 17.75), and providing for “blocking
orders” (Article 17.82), among others. In addition, the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) contains similar
disciplines, for example regarding “commercial scale” criminal liability, which now bind countries like Vietnam, which has notoriously weak criminal enforcement to
date.



© IIPA

—
Property Alllance

IIPA 2024 Special 301 Letter to USTR, January 30, 2024, page xv

As detailed in the Mexico Country Report, Mexico has enacted key copyright reforms to implement certain obligations
under the USMCA (and longstanding commitments under the WIPO Internet Treaties), but IIPA is concerned about the
pending constitutional challenges to these reforms, which if successful would seriously undermine Mexico’s compliance
with its USMCA obligations.

The U.S. government has entered into other wide-ranging bilateral agreements, including binding trade
agreements, in which our trading partners have committed to taking steps to modernize and strengthen their copyright
laws and/or enforcement regimes. '® Some of the agreements were negotiated bilaterally in the context of accession of
U.S. trading partners to international entities such as the WTO, or in the settlement of WTO disputes, while others
constitute “action plans” or similar pledges resulting from negotiations to resolve bilateral issues, including for example,
an online enforcement obligation agreement with Russia that has never been fully implemented. As detailed in the
China Country Report, the Economic and Trade Agreement with China (Phase One Agreement) includes copyright
enforcement obligations and also purchasing obligations for licensing of audiovisual services.'® [IPA urges China to
follow through on its Phase One Agreement commitments.

Our trading partners should be urged to bring their laws into line with evolving global norms regarding the
duration of copyright protection. Setting the term of copyright protection at life of the author plus 70 years (or at least
70 years from fixation or first distribution for works or sound recordings not measured by the life of the author) has
become the de facto global norm. More than 80 countries, including most of the United States’ major trading partners
in Europe and in the Americas, and all but a handful of Organization for Economic Cooperation and Development
(OECD) countries already meet or exceed this norm for some or all categories of creative works and recordings.
Several U.S. trading partners have not yet adopted longer terms for works or sound recordings, or both. It is hoped
that countries that have not yet adopted this longer term, particularly in Asia and Africa, will follow recent examples
(many in Latin America) and extend copyright term accordingly.

The U.S. government should also make it a priority in 2024 to encourage all U.S. trading partners to accede
to and fully implement the WIPO Internet Treaties. At the time they came into force, the WIPO Internet Treaties set the
global minimum standards for providing copyright holders with the full panoply of exclusive rights in the digital
networked environment. The treaties include an overarching commitment for countries to enable effective exercise of
these rights in practice and to provide deterrent levels of enforcement of these rights online (and offline). The treaties
also represent the culmination of a global consensus on the need to provide legal protection for TPMs that copyright
owners (or their licensees) use to control access to and the copying of their works and recordings. These controls,
particularly access controls, are key enabling technologies for a full range of online digital services, such as subscription
streaming services, that deliver creative works to consumers at a time and place convenient to them, and in a manner
that protects the rights of and payments to creators and producers. The importance of TPMs in supporting a healthy
ecosystem for the manufacture, distribution, and security of devices, such as video game consoles and peripherals
and the content designed for them, remains as crucial as ever for the growth of the United States’ most cutting-edge
innovations including immersive entertainment. 1IPA urges the U.S. government to remain vigilant on this issue,
especially regarding legislation in any country purporting to implement the WIPO Internet Treaties and copyright
reforms undertaken in countries that are parties to an agreement with the United States. In particular, anti-
circumvention prohibitions (i.e., protections for TPMs) should protect access controls regardless of the method or
technology and should apply independent of whether there is an accompanying copyright infringement. Only in this
way can TPMs legislation establish effective, practical, and enforceable anti-circumvention prohibitions that protect and
support digital content services.

8 See, for example, the intellectual property rights agreements compiled by the Commerce Department's Trade Compliance Center, available at:
http://tcc.export.gov/Trade Agreements/Intellectual Property Rights/index.asp.

19 See Economic and Trade Agreement Between the United States and China, available at:
https://ustr.gov/sites/default/files/files/agreements/phase%20one%20agreement/Economic_And Trade Agreement Between The United States And China T

ext.pdf.
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Although recent trade initiatives do not address IP rights issues, these initiatives do include a focus on digital
economy-related matters. Given the importance of the copyright industries to the digital economy as discussed above,
the U.S. government should ensure that the outcomes of these initiatives do not in any way reduce or undermine high
standards of copyright protection, including obligations in the WIPO Internet Treaties and the WTO TRIPS Agreement.
[IPA also hopes that negotiators can make progress on ensuring trading partners accede to and fully implement the
obligations of the WIPO Internet Treaties, which as noted above include critical provisions, such as protections for
TPMs, that are fundamental to digital trade of copyrighted works and sound recordings. Moreover, the digital trade
negotiations are an important opportunity to address policies and measures that discriminate against U.S. creative
content and services, including through the imposition of performance requirements. Furthermore, these trade
initiatives provide important opportunities to work with trading partners to enhance cooperation and capacity building
activities to improve copyright protection and enforcement, which is a longstanding United States trade negotiating
objective.? To achieve these important goals, negotiators should work with the U.S. government’s copyright experts,
including those at the U.S. Copyright Office and the U.S. Patent and Trademark Office. The U.S. government should
continue to use other bilateral trade dialogues as well to improve copyright protection and enforcement regimes of U.S.
trading partners, including by addressing the concerns identified in this filing.

2, Laws and Regulations Governing Collective Management Organizations (CMOs)

Direct licensing of copyrighted works and sound recordings by individual rights holders of their exclusive rights
should always remain the baseline. However, in certain circumstances where it makes economic sense, rights holders
may prefer to exercise some of their rights voluntarily on a collective basis, e.g., through CMOs. For audiovisual works,
for example, collective licensing of rights is the exception and not the rule. It applies (with all of the above-noted
limitations) for simultaneous transmissions of broadcast signals, but mandatory collective rights management is
otherwise opposed by the motion picture and television industry. For musical works and recordings, certain public
performance and broadcasting rights are more frequently licensed collectively, because often a large number of users
(potential licensees) are involved, for example, from cafés and restaurants to hundreds of radio stations, and the value
of individual transactions may be relatively small compared to the transactional costs. However, even regarding those
exploitations, mandatory collective management should never be imposed. Rights holders should decide how they
wish to exercise their exclusive rights.

Royalties for the retransmission of audiovisual works and public performances of musical works and
recordings are significant revenue sources for all music rights holders and represent an important source of monies for
financing the production and dissemination of new works and recordings. This importance has heightened the need for
efficient, transparent, and accountable collective management services. It is therefore essential, particularly for music
industry rights holders, to set up and govern their own CMOs on a voluntary basis. Governmental roles should be
limited to establishing regulatory frameworks that enable efficient, fair, and non-discriminatory operations of CMQOs
backed by rights holders, and, where appropriate, providing expert fora for the resolution of disputes on certain aspects
of collective management, including by ensuring that users cooperate in good faith in the licensing process and that
rights are properly valued based on reliable economic evidence (using the willing buyer/willing seller standard).

Serious concerns regarding rights holders’ ability to fully exercise their rights, especially the public
performance right, through collective management in key markets are detailed in the Country Reports in Appendix A
and in the section above regarding additional concerns on legal reform efforts in other key foreign markets. IIPA also
has significant concerns in several other important markets:

2 See, e.g., 19 U.S.C. 4201(b)(5)(A) (The principal trade negotiating objectives required under the Bipartisan Congressional Trade Priorities and Accountability
Act of 2015 include “to further promote adequate and effective protection of intellectual property rights. . .”); see also 19 U.S.C. 4201(c)(1)(A) and (B) (“In order to
address and maintain United States competitiveness in the global economy, the President shall . . . direct the heads of relevant Federal agencies . . . to work to
strengthen the capacity of United States trading partners to carry out obligations under trade agreements by consulting with any country seeking a trade agreement
with the United States concerning that country’s laws relating to . . .intellectual property rights . . .and to provide technical assistance to that country if needed. . .").
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o Japan does not provide a public performance right for producers of sound recordings, depriving U.S.
rights holders of significant revenues.?!

¢ InKenya, in recent years there has been a notable increase in government interference in the collective
management sector, including the Copyright Office’s failure to renew the operating licenses of the three
music CMOs, despite reasonable efforts by the CMOs to meet the Office’s demands. This has negatively
affected the performance of the CMOs in terms of licensing commercial uses of copyright and related
rights.

o Singapore’s recently introduced public performance right includes a carve out for certain “indirect uses”
of works or sound recordings, allowing users to evade paying equitable remuneration to rights holders if
the content is received through a television or broadcast (including by radio) or a cable program. The
exception is out of step with Article 15 of the WPPT and has already proven to be a significant contributing
factor to lower than expected public performance collections in Singapore, which is expected to continue
to the detriment of rights holders if the exception is not removed.

o Like Indonesia (as discussed in the Indonesia country report), South Korea does not fully recognize
producers’ public performance right, limiting it to only a select list of venues recognized on a “positive list”
and maintaining an unacceptably broad exemption from the public performance right. This problem is
exacerbated by the government’s interference in the setting of public performance tariffs, resulting in
rates set below international standards.

o Saudi Arabia, which presently has no CMOs, should introduce voluntary, transparent, and accountable
collective management of rights consistent with international standards and best practices to ensure
rights holders are able to control the use of their rights. This should include the critical principle that any
CMO established in Saudi Arabia should be owned or controlled by their member rights holders (whether
local or foreign).

B. Inadequate and Ineffective Enforcement of Existing Copyright and Related Laws

As a minimum standard, the WTO TRIPS Agreement requires “effective action” and “remedies that constitute
a deterrent’ to infringement, through civil, administrative, and criminal channels, and effective adjudication in the
courts.?2 To be effective, enforcement tools must address the modern infringement challenges of all rights holders,
including all variety of online uses and those outside a territorial jurisdiction (frequently running anonymously), and
often across multiple countries. Moreover, enforcement authorities need adequate resources and the capability to do
their jobs effectively.

As digital technologies have expanded consumer access to copyrighted materials, rogue services have
exploited those technologies to facilitate different forms of piracy that undermine rights holders’ investments in the
production and distribution of new and existing materials and services. For example, cloud computing and streaming
technologies are used by cyberlockers and various platforms that do not have licenses for the content they make
available. In addition, various stream-ripping sites and apps, the most prevalent form of online infringement of music,
circumvent TPMs and convert licensed streams (i.e., music authorized only for online streaming) into unlicensed
downloadable content.

Enforcement systems (and trade commitments to address enforcement) must be adaptable, agile, efficient,
and effective to deter the myriad forms of infringing activities. To deter all copyright piracy on a commercial scale,
countries should look to the standard in U.S. trade agreements, other bilateral frade agreements (such as the recent
United Kingdom (UK)-New Zealand FTA), and regional trade agreements (such as the Comprehensive and

21 The music industry estimates that the value of public performance rights in Japan is $120 million per year, with a significant portion of that value attributable to
U.S. rights holders.

22 See WTO TRIPS Articles 41 and 61. There are many obligations for civil, administrative, and criminal remedies in Articles 41 through 61, including for provisional
relief and judicial procedures (e.g., injunctive relief), which are particularly critical for online enforcement.
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Progressive Agreement for Trans-Pacific Partnership (CPTPP)), which define “commercial scale” piracy as not only
“acts carried out for commercial advantage or financial gain” but also “significant acts, not carried out for commercial
advantage or financial gain, that have a substantial prejudicial impact on the interests of the copyright or related rights
holder in relation to the marketplace.” Countries should incorporate these best practice standards in amending their
criminal laws to ensure they can best address the latest forms of piracy.

This Section highlights some of the enforcement challenges confronting IIPA members. The Country Reports
in Appendix A provide detailed discussions of these challenges where they are present in those key markets.

1. Online and Mobile Network Piracy

Digital delivery, whether through wired online or mobile networks, is the dominant form of delivery for
copyrighted works, including music, films and television programs, journal publications, and video games—both by
licensed and unauthorized services. The entrenchment of infringing services (including those misconstruing laws to
avoid licenses) is a leading barrier to access for U.S. creators and rights holders in markets worldwide. For example,
piracy via cyberlockers, which are often based in countries such as Russia where enforcement is difficult, and
BitTorrent and other P2P services continues to pose constant and serious problems for the creative industries. To
address these concerns, IIPA recommends the following four steps:

(1) Identification: Identify and close down services and actors, especially criminal syndicates, engaged in
copyright infringement activities through the use of criminal enforcement remedies and other tools. USTR makes an
indispensable contribution to this step by regularly conducting its “Special 301 Out-of-Cycle Review of Notorious
Markets.”2? As detailed in the Country Reports, there have been many successes with the closure of Internet sites and
services identified as notorious markets by USTR. IIPA’s long-standing recommendation is that USTR should urge
trading partners either to convert sites and services to licensed disseminators of works and recordings, or these
notorious markets should be taken down followed by, where appropriate, criminal enforcement actions.

(2) Establish an Adequate and Effective Legal Framework: The goal is a legal framework that: (i) prevents
the operation of services that promote or otherwise induce infringement; (i) criminalizes online infringement
(particularly all “commercial scale” piracy, in line with the best practice definition described above); and (iii) provides
strong incentives for neutral intermediaries to work with rights holders to curb the use of their proprietary networks and
services for infringing purposes. Such a legal framework should: (i) provide the relevant panoply of exclusive copyright
and related rights (as well as effective TPMs and RMI protections) starting with the minimum standards mandated by
the WIPO Internet Treaties, and adopt global best practices for copyright protection in the digital environment; (ii)
ensure that any ISP liability limitations, if present, do not reduce the scope of substantive copyright protections and do
require appropriate conditions to be met for eligibility, including obligations for ISPs to remove infringing content
expeditiously upon obtaining knowledge or awareness of infringing activity and to take measures demonstrated
effective in preventing or restraining infringement; (iii) recognize online piracy as a form of cybercrime (consistent with
the Budapest Convention and global best practices); and (iv) foster cooperation among all industry stakeholders
(including ISPs) in the online supply chain, including the removal of impediments to collaboration.

While systems for notice and takedown of infringing materials are in place in many markets, often a mistaken
perception exists that they are the only means of online enforcement. The mere takedown obligation is not sufficient
or effective and should not be the only quid pro quo for limiting liability. Indeed, the U.S. Copyright Office has said in a
report about the U.S. notice and takedown system that such laws must properly “balance the rights and responsibilities
of [online service providers] and rightsholders in the creative industries.”?* Moreover, some services, including some
clearly pirate services, attempt to rely on notice and takedown procedures to avoid proper copyright licensing. Clear

2 The most recent report is USTR's Out-of-Cycle “2022 Review of Notorious Markets for Counterfeiting and Piracy” (February 2023), available at:
https://ustr.gov/sites/default/files/2023-01/2022%20Notorious %20Markets%20List%20(final).pdf (NM 2022 Report).
24 US Copyright Office, Section 512 of Title 17, at https://www.copyright.gov/policy/section512/section-512-full-report.pdf.
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primary and secondary liability rules are necessary to discourage abuses and to avoid inaction or license evasion. In
addition, governments should require marketplaces and encourage all relevant intermediaries to implement “know your
business customers” (KYBC) policies to ensure they keep up to date and accurate information about their customers
and to allow rights holders to obtain accurate information to protect their rights against direct infringers.

Where infringing activity rises to the level of criminal liability, imposing responsibility for aiding and abetting
infringement can be an effective remedy against commercial platforms. Proposals granting overbroad immunity to ISPs
and other platforms from any civil or criminal liability remain a concern. Separately, any copyright safe harbors should
apply to only passive and neutral parties that do not contribute to infringements. Additionally, there are concerns with
provisions that immunize parties who induce or facilitate infringement of copyright. Mitigating and preventing online
piracy should be a shared responsibility with balanced obligations between online intermediaries and rights holders,
particularly because online intermediaries are best positioned to assist with the mitigation and prevention of online
piracy. Absent legal incentives to foster the cooperation of ISPs and other online intermediaries, such intermediaries
have little interest in fully cooperating with rights holders.

(3) Provide Injunctive Relief: Governments should provide in their respective legal systems mechanisms
that ensure ISPs can impose effective relief to remove infringement. Injunctive relief is an effective and efficient means
through which to reduce usage of infringing sites and increase traffic to legitimate offerings of copyrighted material.
Government agencies and courts in over 42 countries—including Australia, Belgium, Brazil, Denmark, France, India,
Ireland, Italy, Peru, Portugal, Singapore, South Korea, Spain, Sweden, the UK and the United States—employ or
have made legally available injunctive relief or administrative orders to compel ISPs to disrupt or disable access to
structurally infringing websites on a no-fault basis, upon rights holders’ applications to appropriate authorities.

However, several important markets do not yet provide a legal basis for doing so, including Taiwan, as
discussed in the Taiwan Country Report. Japan is another example of a major market that needs to do more to address
effectively “offshore” infringements. An amendment was adopted in 2020, confirming liability against linking sites, but
additional measures are necessary to take effective action against offshore piracy. Japan’s Intellectual Property
Strategy Headquarters’ (IPSH) first ten anti-piracy measures, which were issued in their 2019 strategy document, have
had minimal effect. Piracy remains serious, which underscores the need for Japan to introduce additional effective
measures to prevent access to structurally copyright infringing services, including infringing websites operated both
within and outside of Japan.? While Singapore’s Copyright Act provides injunctive relief for online infringement in
Section 325, improvements should be introduced to further strengthen the provision, including introducing an expedited
procedure, especially for infringed content that is newly released or has not yet been released. In Europe, Article 8(3)
of the EU Copyright Directive (2001/29/EC) requires Member States to ensure injunctive relief is available “against
intermediaries whose services are used by a third party to infringe a copyright or related right.” Unfortunately, Poland
has not fully implemented this provision (as detailed in the Poland Country Report) nor has Bulgaria, which does not
provide a legal basis for permanent injunctions.? The recently concluded UK-New Zealand FTA includes a provision
that is similar to Article 8(3), serving as a regional and international best practice.?”

In Ecuador, in 2021 SENADI issued an order to block several stream-ripping sites at the request of producers
of sound recordings; however, in 2023 the situation changed. SENADI, which was under new leadership, decided not
to follow through with a similar request by producers of sound recordings for the blocking of additional stream-ripping
sites. The success of the 2021 actions clearly shows that Ecuador has an adequate legal framework to combat online

% See, e.g., Eriko Watanabe, Study Update: Benchmarking and Tracking Online Film & TV Piracy in Japan (July 2018 to July 2021)
https://www.bunka.qgo.jp/english/policy/copyright/pdf/93696901 01.pdf.

2% The Bulgaria Copyright and Neighboring Rights Act (CNRA) provides for a legal basis for injunctive relief against third-party infringers, but the provision appears
to provide for only precautionary and provisional measures, not for a permanent injunction. See Article 96a(8) of the CNRA.

27 Article 17.82 (“Blocking Orders”) of the UK-New Zealand FTA provides, “Each Party shall ensure that injunctions as provided for in Article 17.67 (Provisional and
Precautionary Measures) and Article 17.70 (Injunctions): (a) are available against an OSP, where its online services are used by a third party to infringe an
intellectual property right; and (b) include injunctions requiring that OSPs disable access to infringing content.”
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infringement and, based on these initial actions, should develop a more consistent campaign against important targets
used for the distribution of illegal content.

In short, there is a wide spectrum of judicial and administrative means through which to impose restrictions,
under defined circumstances, when other domestic remedies are insufficient, and this deserves the close attention of
the U.S. government. After over a decade of experience, studies have shown that injunctive relief can reduce usage of
infringing sites and increase traffic to legitimate offerings of copyrighted material. These steps are also effective against
service operators who cannot be identified or who avoid service of legal process.

(4) Develop Inter-Industry Cooperation: Because Internet services (including piratical services) are enabled
by and interlinked with a wide spectrum of supporting services, combating systematic online infringement of copyright
requires the active cooperation of all participants in the e-commerce ecosystem, including: online advertising players
(advertisers, ad agencies, ad networks, and the providers of advertising placement and related services); payment
processors; hosting providers (including reverse proxy providers and related optimization services); domain name
registrars and registries; search engines; and marketplaces and app stores. As entities with a direct stake in a secure
and stable Internet and in the healthy growth of legitimate e-commerce, including e-commerce in products and services
protected by copyright, cooperation against threats to that security, stability, and health is part of a sound business
strategy for all Internet intermediaries. Governments in many countries can do much more than they are currently doing
to foster and encourage such cooperation and the development of best practices to advance the common goal of a
safer online marketplace. For example, governments should encourage private sector agreements, especially those
that provide enforcement rights, to properly reflect the needs of industry stakeholders, and that any remedies outside
of a legal framework are available to all copyright owners.

2, Circumvention of Technological Protection Measures (TPMs), Including Stream Ripping

The range and variety of legitimate material now digitally available to consumers, in so many formats and on
so many platforms, is possible because of the widespread use of TPMs by content producers and licensed services.
TPMs have fostered many of the innovative products and services available online by allowing creators and rights
holders to control and manage access to copyrighted works, as well as to diversify products and services and their
pricing. In short, new business models depend on these technological controls. TPMs also ensure that works made
available in hard goods (DVDs and Blu-ray discs), in the online or mobile environment (including e-books and video
games), or through on-demand streaming services or conditional access (e.g., pay-TV, pay-per-view) are not easily
stolen and that pirated copies of video games are not playable on console platforms.

Unfortunately, there are business models built entirely around providing services, or manufacturing and
distributing technologies, software, devices, components, or tools, to circumvent TPMs to gain unlawful access to the
content or to copy it without authorization. One example is stream ripping. Stream-ripping services infringe the making
available right and circumvent the TPMs used to prevent download of music streams. These services have proliferated
in the last few years, making stream ripping, as noted above, the dominant method of music piracy globally. Stream-
ripping sites, services, and apps enable users to make a permanent, free download of music that was licensed only for
streaming on a video website such as YouTube and then allow that consumer to listen to it whenever and wherever
they wish, without paying for a licensed download or a premium streaming subscription or accessing the stream on the
licensed platform. This harms both legitimate streaming services and channels for authorized downloads.

Circumventing TPMs to enable the play of pirated games remains far too common, and ESA and its members
must constantly combat efforts to circumvent TPMs found in video game consoles. To mitigate the dissemination of
circumvention devices, circumvention software, and modified consoles used to enable pirated games, the video game
industry regularly requests that online marketplaces remove these listings for sale from their platforms. In 2022, ESA
had 3,297 listings removed from various online marketplaces worldwide targeting U.S. consumers. Every year, the
video game industry spends millions of dollars taking down illegal circumvention and trafficking operations. For example,
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“[tlhree members of an international criminal organization known as Team Xecuter were indicted on charges related to
the development and sale of ‘illegal devices that hacked popular video game consoles so they could be used to play
unauthorized, or pirated, copies of video games,” according to a federal indictment filed in Seattle.”2 While legal
protection of TPMs, where properly implemented, enables effective enforcement actions against distributors of unlawful
circumvention technologies, these efforts are often undermined by countries that have yet to implement adequate
protections against circumvention activities and services.

3. Piracy of Books and Journals

Unauthorized photocopying of academic textbooks, and scientific, technical, and medical books, in many
markets remains a persistent problem for publishers. Combatting book piracy requires consistent action by law
enforcement authorities against entities engaged in unauthorized reproduction of textbooks and other professional
books. Counterfeit books continue to be produced for domestic sale in certain markets, but they may also be exported
to some developed markets. Government agencies and educational institutions should promote and adopt copyright
and appropriate use policies to require the use of legitimate textbooks and journal publications and discourage the use
of unauthorized copies of literary, educational, and professional materials in educational settings. Piracy of journal
articles is likewise of significant concern to the publishing industry. Piracy sites such as Sci-Hub and the Library Genesis
Project (Lib-Gen) and its many mirror sites collaborate to acquire massive amounts of infringing copies of books and
journal articles and enable the seamless flow of the illegally obtained content between the two entities and among the
multiple Lib-Gen mirror sites.2

4, Piracy of Motion Picture and Television Programs by Piracy Devices and Piracy-as-a-Service

A damaging piracy ecosystem has emerged around piracy devices and apps, i.e., illicit streaming devices
(ISDs). These ISDs provide illegal access to movie and television content through a variety of means, including
downloading and streaming content, as well as unauthorized streaming of live television and sporting events, thus
undermining the licensing fees paid by distributors on which content creators depend. MPA members continue to suffer
enormously from a growing threat of these devices and apps. Streaming devices that are preloaded with infringing
apps and illicit TV/VOD subscription services can be found online and in physical markets. The challenge is particularly
acute in countries where the legality of the devices (i.e., boxes), and of activities surrounding their trafficking, remains
in doubt. Additionally, illegal apps that can place infringing material on otherwise legitimate streaming devices can be
found through a myriad of mainstream and specialty app repositories. This issue was the focus of USTR’s 2017
Notorious Markets Report.%

Because these piracy devices and apps are part of a sophisticated and integrated online ecosystem facilitating
access to pirated audiovisual materials, enforcement against them presents complex challenges. Under the right fact
patterns, the retailer/distributor can be held liable; alternatively, the app developer can be prosecuted (if identified).
Governments can also take action against key distribution points for devices that are used illegally, including
marketplaces (both online and physical) where such devices are sold. Many of the physical marketplaces of greatest
concern to the copyright industries now increasingly feature goods and services enabling piracy devices and apps, or
stalls, kiosks, or “repair” shops that offer to load unauthorized copyright material or piracy-enabling apps onto a preset
device (e.g., a Kodi Box). Vigorous action is needed to lessen the growing harm to the legitimate digital delivery of
copyright materials by these devices.

28 Brooke Wolford, The News Tribune, “International hackers accused of pirating Xbox, Nintendo, PlayStation games, feds say,” October 2, 2020, available at
https://www.thenewstribune.com/news/nation-world/national/article246183785.html.

29 Both Sci-Hub and the Library Genesis Project (Lib-Gen) were listed as notorious markets in USTR’s 2022 report. See NM 2022 Report. For additional information
on Sci-Hub and Lib-Gen see the Russia Country Report in Appendix A.

% |n its 2017 Notorious Markets Report, USTR spotlighted the growing problem of Piracy Devices (i.e., PDs), concluding that they “pose a direct threat to content
creators, sports leagues, and live performance, as well as legitimate streaming, on-demand, and over-the-top (OTT) media service providers.” See USTR, 2017
Out-of-Cycle Review of Notorious Markets at 8-9, https://ustr.gov/sites/default/files/files/Press/Reports/2017%20Notorious %20Markets %20List%201.11.18.pdf.
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In addition, “Piracy-as-a-Service” (PaaS), which is a subset of the larger threat of Cybercrime-as-a-Service,
was identified by Europol as a growing threat enabling a variety of cybercrimes. PaaS encompasses a suite of often
off-the-shelf services that make it easy for would-be pirates without any technical knowledge to create, operate, and
monetize a fully functioning pirate operation, such as website templates, databases of infringing content, and hosting
providers specialized in servicing infringers. PaaS services are evidence of the scale, sophistication, and profitability
of modern online commercial copyright infringement. The emergence and development of PaaS services have become
a key concern of the motion picture industry and a top priority for its antipiracy efforts.

5. lllegal Camcording of Theatrical Motion Pictures

Stopping camcording or the illegal recordings of movies in theaters is a priority for the motion picture industry.
One digital (camcorder) copy, uploaded to the Internet and made available around the world, can undermine global
markets and the huge investments needed to produce and distribute a feature film. lllicit camcording in theaters
decreased significantly in 2021, because many theaters closed due to the COVID-19 pandemic. With the re-opening
of theaters in many markets around the world, illicit camcording has resumed, and in 2023 there were 187 documented
camcording incidents through October.

A multifaceted approach is needed to tackle camcording that includes: (i) enacting and enforcing anti-
camcording legislation to outlaw the use or attempted use of an audiovisual recording device in a theater to make or
transmit a copy of all or part of a motion picture; (i) educating the public about how unauthorized camcording hurts
both businesses and the consumer; and (iii) working with the private sector to identify and prevent unauthorized
camcording in cinemas. This strategy has been implemented in many foreign markets (including Canada, Japan, and
South Korea) with good results.

6. Broadcast, Pay-TV, and IPTV Piracy

Another long-standing problem for the motion picture and recorded sound industries is the unauthorized
broadcast, cablecast, or satellite delivery of motion pictures, television content, and music and sound recordings,
including the unauthorized retransmission of broadcast signals over the Internet. Cable and satellite piracy (including:
the use of hacked set-top boxes; decoding or decrypting signals; and, stealing signals from neighboring countries that
are within the satellite’s footprint) still persists in some markets, particularly in Central America and the Caribbean
regions as discussed below.?'

However, IPTV services have become the dominant threat in major markets. Pirate IPTV services provide
access to stolen telecommunication signals or channels and offer on-demand infringing film and episodic television
content to a global audience via dedicated web portals, third-party applications, and piracy devices configured to access
these services. Thousands of illegal IPTV services operate worldwide, offering thousands of channels sourced from
multiple providers, along with VOD content of unauthorized movies and television programs.32 Many of these illegal
services are subscription-based, for-profit services, with monthly or yearly user packages, and often coincide or are
found or used with more typical online piracy sites (e.g., streaming, BitTorrent, P2P). The technical infrastructure of
these services is often vast and complex, making the identification of content sources and service operators extremely
challenging. The marketing and sale of these IPTV services are often carried out by a network of global IPTV re-sellers
who purchase subscriptions at wholesale prices and re-sell them for a profit, further complicating investigations. IPTV
services have been the driving force in the emergence of related illegal businesses, including those engaged in the re-
sale of IPTV services or the theft, distribution, and sale of channel feeds. In addition, IPTV services rely on infrastructure

31 Enforcement actions (and regulations) need to focus on: (i) prohibiting the trafficking in pay-TV or signal theft devices or technologies; (i) the unlawful decryption
of encrypted cable or satellite signals; and (iii) the forwarding of decrypted signals (whether lawfully or not) without the authorization of the rights holders of the
content or of the signal. These actions can help to foster the licensing of broadcasters and cablecasters and to weed out unlicensed television distributors.

32 In the United States, these illegal services are valued at over $1 billion in piracy subscriptions alone (and estimated profit margins range from 56% for retailers
to 85% for wholesalers worldwide). See, Money for Nothing: The Billion-Dollar Pirate Subscription IPTV Business. Digital Citizens Alliance and NAGRA (August
2020) at https://www.digitalcitizensalliance.org/clientuploads/directory/Reports/DCA-Money-for-Nothing-Report.pdf.
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and support services, including from hosting providers, media servers, and panel hosts, sometimes without the
knowledge or approval of the illegal services or product (but sometimes in cooperation with these services). As a resullt,
criminal enforcement against these large-scale operations is the most effective deterrent.

The unlawful retransmission of pay-TV and broadcasting signals, as well as online piracy is an ongoing
concern in Central America and the Caribbean. Local ISPs and pay-TV distributors often bundle unauthorized content
with legitimately licensed content, making their products and services appealing to final consumers and hampering
enforcement. Enforcement authorities, regulators and private stakeholders should work together to protect IP rights
and prevent unlicensed consumption of audiovisual content in the region, especially in Honduras, El Salvador,
Guatemala, and several Caribbean Islands, using tools such as cable retransmission takedown orders, site blocking,
and legal proceedings, including cease-and-desist letters.

C. Market Access Barriers that Inhibit the Licensing and Dissemination of Copyrighted Works
and Sound Recordings

In addition to the key challenges pertaining to copyright protection and enforcement, which constitute de facto
market access barriers, the U.S. copyright industries are also adversely affected by a variety of formal market access
barriers, investment restrictions, and discriminatory measures that make it difficult for U.S. producers and distributors
to participate fully in crucial foreign markets. These barriers also include interference with rights holders’ contractual
freedoms or with their licensing practices. The issues of copyright protection of authorized materials and enforcement
against infringing goods are moot if rights holders cannot disseminate legitimate American works and recordings in a
particular market in a fair and equitable manner to meet consumer demand. Market access barriers take many forms,
including:

o Restrictions on the ability to fully engage in the business of development, creation, production, distribution,
promotion, and publication of copyright materials;

e High tariffs (such as through inclusion of royalties in the calculation of duties), taxes (including digital
services taxes), or fees (including network usage fees) on core copyright businesses and their products
and services;

o Arbitrary restrictions on the ability of rights holders to decide how to manage their rights, in particular by
mandatory collective licensing and with government interference in the operation of CMOs and rate
setting;

¢ Quotas on audiovisual programming or complete bans on foreign programming, which overall curb the
ability of film and television producers to compete fairly, and which limit consumer access to legitimate
content;

e Local content investment requirements;

e Restrictions on advertising, including local content requirements;

e Restrictions on ownership and investment in copyright-related businesses;

o Discriminatory, onerous, and/or dilatory content review/censorship systems;

e Periods during which foreign governments prevent U.S. producers from opening their films or impose
onerous restrictions on the window for theatrical distribution (including unfairly shortening the run of a
theatrical motion picture);

e Mandatory local replication requirements for films (that may also compromise the security of digital
materials); and

e  Other forms of government interference with the exercise of rights or contractual freedoms by rights
holders.
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The Country Reports in Appendix A include detailed discussions of these formal market access barriers in the
markets in which they occur. One worrisome trend is governments seeking to regulate the online marketplace in the
same manner as the traditional television market, threatening the vitality of fast-growing and dynamic business
segments such as VOD and other streaming services. In addition to the countries identified in the Country Reports,
several other countries are considering measures that would impede U.S. creative industries’ access to their markets:

o Inrecent years the Government of Australia has undertaken several reviews regarding the availability of
Australian content and asymmetry between local content obligations for free-to-air broadcast and the
absence of these obligations on digital platforms. In 2019, the Australian Competition and Consumer
Commission (ACCC), through its Digital Platforms Inquiry Final Report, recommended “harmonization”
of content regulation across broadcast and VOD, introducing the possibility of local content obligations
extending to VOD services. The Albanese Government in its 2023 National Cultural Policy outlined a
commitment to introduce an investment obligation for VOD services. Such an investment obligation would
raise concerns with Australia’s compliance with its obligations under the U.S.-Australia FTA. However,
as of late 2023, data on investment in Australian content for streaming services fail to support any
assertion of a market failure, indicating a high level of production investment and wide availability of, and
access to, Australian content for subscribers, without the need for consideration of quotas or obligations
to invest in local content.

e In May 2020, the South Korea National Assembly passed the Telecommunications Business Act
Amendments (Articles 22-7), which require content providers to take responsibility for “network stability”
and consumer demand. The Enforcement Decree does not mandate content providers to pay a network
usage fee to ISPs. However, there are several amendment bills in the National Assembly that would force
content providers to pay for network usage fees, including a provision mandating negotiations for network
fees in network service contracts. If implemented, these proposed amendments would restrict trade and
freedom of contract, raising concerns under the U.S.-Korea FTA (KORUS). South Korea should avoid
unnecessary intervention into the commercial relationship between content providers and ISPs, apply
light-touch regulation to OTT services, and ensure consistency with its KORUS obligations.

o South Korea also suffers from an unnecessarily cumbersome pre-approval and classification mechanism
for the release of music videos. The procedure of approval and classification of music videos by the Korea
Media Rating Board (KMRB) is time-consuming and does not reflect the fast distribution cycle of today’s
music industry, which releases and promotes music videos at the same time as the sound recording is
released. It also generates difficulties in the design of an international release strategy for artists’ projects,
as all too often the release of an artist's music video is delayed on South Korean delivery channels,
including on-line platforms, because of the pre-classification process.

Whatever form they take, all market access restrictions that impede the timely entry of legitimate products
increase the appeal of unauthorized production and distribution operations. Often these illegal operations saturate the
market with infringing and pirated copies, severely damaging the market for legitimate products. U.S. officials should
continue to strive to open markets for American creators and producers and to eliminate or phase out market access
barriers, as identified in this year's IIPA submission. [IPA members are committed to the promotion and protection of
cultural diversity and believe that governments can, in lieu of market access barriers, effectively rely on the flexibilities
built into FTAs, including permissible support programs, to promote their cultural interests.

VI. CONCLUSION
As detailed in the Copyright Industries in the U.S. Economy: The 2022 Report, the U.S. economy depends on

a thriving copyright sector to create jobs, increase exports, and expand economic output. Likewise, the health and
competitiveness of our trading partners’ economies also depend on protecting and enforcing copyrights and taking
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other steps to open their markets to products and services that depend on copyright. Open markets foster jobs in the
creative industries, benefit workers, increase cultural diversity, promote international trade and exports, increase tax
revenues from legitimate businesses, and attract more foreign direct investment. It is essential to the continued growth
and future competitiveness of the U.S. creative industries that our trading partners provide: high standards of protection
for copyright; more effective policies and tools to enforce that protection; and more free and open markets. |IPA
continues to urge the U.S. government to use the Special 301 review and other trade tools to encourage the countries
and territories identified in our submission to make the necessary political commitments and take the necessary actions
to bring real commercial gains for the U.S. creative industries, by strengthening copyright protection and enforcement
regimes worldwide.

We look forward to continuing to work together with USTR and all the U.S. agencies engaged in copyright
legal reforms, enforcement, and market access to meet the goals identified in this submission.
Respectfully submitted,
/Kevin Rosenbaum/

Kevin M. Rosenbaum, Executive Director
International Intellectual Property Alliance
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ARGENTINA

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (lIPA)
2024 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: IIPA recommends that Argentina be maintained on the Priority Watch List in

2024.1

Executive Summary: Argentina has long lacked the resources and political will needed to match high rates
of piracy, which accelerated and diversified in the past several years. However, the new Administration may provide a
fresh start. Argentina must recognize at the highest levels the need to foster a digital market that is free from illicit
content within its highly connected population. There is a dire need for an agenda and strategic policy for enforcement
and interagency cooperation, especially between prosecutors and law enforcement cybercrime experts. Pirate sites
operating out of Argentina have expanded to other Spanish-speaking countries. Satellite and signal piracy also persists
in Argentina. Hard goods piracy remains rampant through both importation and production and is linked to organized
crime groups. Market access obstacles persist, even as proposals for additional quotas and taxes emerge, including
film and television quotas and high taxes on copyrighted content. Unauthorized digital goods (UDGs) for video game
platforms are rampant, with purveyors having taken advantage of the e-commerce boom generated by the COVID-19
pandemic to consolidate the market among local game consumers. The offer of unauthorized physical copies of new
releases remains a significant problem for the Argentine recording industry.

IIPA urges the Government of Argentina to make use of the Coordination Center to Combat Cybercrime
(Centro de Coordinacién de Combate al Ciberdelito, known as C4) within the Cybercrime Investigations Directorate in
the Ministry of Security to combat rampant online piracy in conjunction with its anti-cybercrime efforts. The new
Administration should strengthen the Penal Code and should be urged to revisit efforts to improve the enforcement
landscape for copyrighted works.

PRIORITY ACTIONS REQUESTED IN 2024

Enforcement

o Leverage the opportunity presented by the new Administration (December 2023), increasing resources and
political backing for a coordinated, long-term anti-piracy agenda at the federal level to address online piracy.

o Partner with rights holders to maximize industry expertise in the fight against cybercrime, develop a well-defined
public policy that supports the sector in handling copyright infringement cases, and host private sector discussions
on potential cross-industry cooperation to tackle online piracy more effectively.

o Engage cybercrime entities and the National Communications Entity (ENACOM, Argentina’s telecommunications
regulator) to monitor and perform online operations against high-profile sites and commercial activities occurring
in online marketplaces and e-shops.

o  Continue to apply the Civil and Commercial Code to Internet service provider (ISP) liability cases, including for
storing infringing content.

o Create a specialized Intellectual Property (IP) Prosecution Office and establish federal jurisdiction over copyright
crimes.

e Assign adequate legal powers and financial resources to the Ministry of Justice's Copyright Office (Direccion
Nacional del Derecho de Autor) and undertake routine, ex officio actions, such as inspections and raids of physical
markets to stop commercial piracy.

" For more details on Argentina’s Special 301 history, see previous years’ reports, at https://iipa.org/reports/reports-by-country/. For the history of Argentina’s
Special 301 placement, see https://www.iipa.org/files/uploads/2024/01/Appendix-B-2024.pdf.
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o Actively involve the Argentine Customs Office (DGA-AFIP), with whom the U.S. Embassy is increasingly engaged,
in copyright enforcement actions and to monitor and perform border operations.

Legal Reforms

o Facilitate introduction of legislation in the renewed Congress as of 2024 for the adequate protection for
technological protection measures (TPMs) and rights management information (RMI) and provide legal remedies
against their removal.

e Repeal provisions empowering EIl Fondo Nacional de las Artes to charge fees for the "Paying Public Domain."

Market Access

¢ Remove quotas for motion pictures, television content, and electronic devices, and refrain from extending quotas
to over-the-top (OTT) services.

e Reject customs duties on audiovisual works based on the potential royalty value of the work rather than on the
value of the carrier medium, as well as other customs duties and taxes that burden foreign rights holders.

o Amend legislation to adapt the split of performance rights collections of music performers and phonogram
producers to the 50-50 international standard, instead of the currently inequitable split of 67% to performers and
33% to producers.

e Reject other legislative or regulatory proposals that burden the creative industries or unfairly target foreign rights
holders.

o Reject Executive Order No. 600/19 that imposes an obligation to unify performance rights tariffs for hotels and
establishes a governmental control system over tariff rates.

ENFORCEMENT

o Leverage the opportunity presented by the new Administration (December 2023), increasing resources
and political backing for a coordinated, long-term anti-piracy agenda at the federal level to address online
piracy.

In 2023, in the absence of significant enforcement improvements to promote a legal online environment,
Argentina experienced rapid expansion of already high levels of piracy. The levels of online piracy of copyright works
in Argentina worsened in the past year. The country’s Internet penetration rate of over 87% is the highest in the region,
with 38.02 million users,? but a robust legitimate online content market cannot take hold until the government makes
concerted efforts to address the country’s rampant and increasing digital piracy via stream ripping and the use of
cyberlockers. IFPI's Music Consumer Study 2023 found that 47.9% of all Internet users aged 16 to 64 used stream-
ripping sites and services to illegally download music from sites like YouTube in the month before the survey. Data
from SimilarWeb reinforced the popularity of stream ripping in Argentina with ssyoutube.com being one of the top 100
most popular web sites of any kind in Argentina.

Argentina, like the region as a whole, continues to see an increase in the usage of Piracy Devices (PDs). In
particular, Android boxes, such as the HTV box and Kodi boxes, are used to stream illicit copies of films and television
content. In recent years, IIPA has also seen an increase in consumption of films and television through piracy mobile
apps and add-ons. Law enforcement authorities suffer from a severe shortage of the resources and coordination
needed to efficiently monitor and control digital piracy and the use of illicit streaming devices (ISDs). Reforms in
enforcement efforts are needed to stop the import of ISDs into the country, conduct full-scale raids against piracy
websites and applications, and take actions against unlicensed retransmission and theft of Pay-TV signals.

2 Tiago Bianchi, Statista, Internet usage in Argentina - Statistics & Facts, October 18, 2022, available at https://www.statista.com/topics/6709/internet-usage-in-
argentina/#topicHeader _wrapper.
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The illegal distribution of physical and online video games and entertainment software in Argentina continued,
and during the COVID-19 pandemic, video game piracy spread over an even greater diversity of formats, including:
BitTorrent game content available on Spanish-language illegal linking and download sites, increased availability of
online UDGs,® and an increase of illegal consoles and devices available from small, local businesses. In 2023,
Argentina ranked 14th in the world for the number of connections by peers participating in the unauthorized file-sharing
of ESA member video game titles on public peer-to-peer (P2P) networks. By the same metric, Argentina ranked eighth
in the world for unauthorized file-sharing of mobile games.

In 2022, through Resolution #75/2022, the Ministry of Security updated the Federal Plan for the Prevention of
Technological Crimes and Cybercrimes 2021-2024 to redouble efforts to prosecute cybercrime that occurred,
especially in the finance sector and in the public sector. In February 2022, the Argentine Ministry of Security issued
Resolution #86/2022 that creates the ForCIC—Program for Strengthening Cybersecurity and Cybercrime Investigation.
The Program aims to coordinate, assist, and provide advice on digital infrastructure security techniques and
investigation techniques for cybercrime and crimes involving technology or the use of technology. Although the scope
of the program is not restricted to piracy, it is an important step in combating copyright infringement in the digital
environment.

Finally, Resolution #139/2022 created, within the framework of ForCIC, the CICAT (High Technology
Cybercrime Investigation Center). The objective of the Center is to train, prevent, analyze, and investigate cybercrimes,
focusing on digital forensics and federal regional units, among others. Within the framework of this plan, the Ministry
of National Security called for a Federal Public Awareness Campaign on Cybersecurity and Cybercrime Prevention,
through Resolution #731/2022, in which it invited the Provinces and the City of Buenos Aires to join the campaign. The
Specialized Cybercrime Unit (UFECI) also reported an increase in cybercrime. Between April 2022 and March 2023,
more than 35,000 cybercrimes were registered in Argentina, a number that is equivalent to an increase of 38% in cases
compared to the previous 12 months, according to a report carried out by UFECI.*

Rights holders have reported very few significant cases of copyright enforcement actions by Argentina’s law
enforcement authorities in 2023. One positive development was Argentine law enforcement’s participation in the latest
round of Brazil's Operation 404. However, much more investment in investigation and prosecution of IP crime is
required. General inaction and lack of coordination in online infringement investigations and cases between federal
and state jurisdictions remain major concerns. For example, when an online IP crime is reported, both the Federal
Police and the State Prosecutor might independently proceed in processing the case without communicating or sharing
data. The federal police view copyright infringement as a federal crime, and the state prosecutor views it as a crime
involving a local Argentine citizen. Argentine officials should leverage the opportunity presented by the new
Administration, increasing resources and political backing for a coordinated, long-term anti-piracy agenda at the federal
level to address online piracy.

o Partner with rights holders to maximize industry expertise in the fight against cybercrime, develop a well-
defined public policy that supports the sector in handling copyright infringement cases, and host private
sector discussions on potential cross-industry cooperation to tackle online piracy more effectively.

3 Unauthorized digital goods (UDGs) are unauthorized sales of in-game digital items. They have become a growing concern for the entertainment software industry.
Closely related to these in-game items are software products (collectively known as “cheat software”) that enable the unfair and rapid collection and aggregation
of virtual goods, such as bots, hacks, and “cheats,” or which otherwise tilt the scales in favor of one player over another. The rise of UDGs and cheat software have
a negative impact on video game companies and consumers in the following ways: (1) sellers of UDGs and cheat software divert significant revenue away from
video game developers and publishers; (2) sales of digitally delivered items, like in-game digital items, have the potential for consumer fraud (such as stolen
payment methods or compromised accounts) and the facilitation of money laundering schemes; (3) the unchecked sales of cheat software can threaten the integrity
of game play, alienating and frustrating legitimate players; and (4) video game publishers and developers are forced into a perpetual virtual “arms race” to update
their products and security technology before the sellers can update theirs.

4 See Fiscales.gob.ar, The Specialized Cybercrime Prosecutorial Unit pointed to a continuous rise in cybercrime in its 2023 management report, December 18,
2023, available at https://www.fiscales.gob.ar/ciberdelincuencia/la-unidad-fiscal-especializada-en-ciberdelincuencia-senalo-un-alza-continua-de-los-delitos-
informaticos-en-su-informe-de-gestion-2023/.
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Law enforcement and administrative authorities are not promoting actions by the private sector, nor are they
taking any initiative to tackle copyright piracy through securing the assistance of domain name registrars. [IPA urges
Argentina’s authorities to partner with rights holders to use industry expertise to combat cybercrime.

In 2023, in the absence of government action, rights holders continued to rely more on cooperation with other
actors in the online ecosystem. The video game industry has increased its cooperation with Mercado Libre’s regional
office, based in Buenos Aires, as a strong partner through which UDGs and other infringing video game items are
removed from listings, as well as to combat commercial game piracy in the entire region. ESA reports that from 2022
to 2023, Mercado Libre successfully completed approximately 5,300 takedown requests, nearly triple the number it
completed during the previous year.

Argentina should create forums of cooperation with the private sector and to accelerate law enforcement
actions against the increasing problem of online crime in Argentina. Indeed, at the beginning of 2023, through
Resolution #1/2023, the Argentine government called for a public consultation regarding the document on the Second
National Cybersecurity Strategy. The Government of Argentina should host private sector discussions on potential
cross-industry cooperation to tackle online piracy more effectively and to support the development of the local digital
economy.

In August 2022, the Alliance for Creativity and Entertainment (ACE) managed to take down seven piracy
domains based in Argentina. The Pelismart/Pelispop ring comprised several websites that, combined, see over 27
million visits per month. Due to ACE’s actions, the operator agreed to take down the content, transfer the domains to
ACE, and enter into a settlement agreement. However, it is important to note that this enforcement action was
undertaken by a private entity (ACE), and not by the Argentine government.

In October 2022, the Supreme Court ordered a Buenos Aires lower court to investigate a complaint for illegal
broadcasting of audiovisual content of the Premier League of England. The complaint is from the Football Association
Premier League and maintains that “unknown persons” are illegally broadcasting audiovisual content of football in
England. The case, initiated several years ago, will now be processed by the National Criminal and Correctional Court
18. The Premier League’s claim maintains that the images are “limited access” and that the retransmission to the
detriment of the firm is done through the method of continuous download or “streaming.”

o Engage cybercrime entities and the National Communications Agency (ENACOM, Argentina’s
telecommunications regulator) to monitor and perform online operations against high-profile sites and
commercial activities occurring in online marketplaces and e-shops.

Based on feedback from the criminal enforcement authorities, it is understood that they view any infringing
site that makes money through advertising as not making direct profits from copyright infringement, and therefore,
ineligible to be criminally prosecuted. This narrow interpretation of the law is not compatible with the TRIPS Agreement
obligation that its parties ensure that criminal enforcement measures are available, at a minimum, against commercial-
scale copyright infringement.

In November 2022, the National Court of Original Jurisdiction in Civil Matters issued a decision ordering ISPs
to effectively block access to the stream-ripping site Y2mate.com. This was the first time ISPs in Argentina had been
ordered to block a stream-ripping website. Prior to this, ISPs were ordered to block The Pirate Bay by the National
Court of First Instance in Civil Matters No. 64 (Case 67,921/13). This decision remains in full force and effect.

Despite the success of the blocking action against The Pirate Bay, it should be stressed that, due to the time
required to prepare the evidence and information gathering for the action to move forward, as well as the jurisdictional
disputes that arise in ordinary civil and federal procedures, improved criminal enforcement is still required. Instead,
cybercrime entities and ENACOM should monitor and perform online operations against high-profile sites and
commercial activities occurring in online marketplaces and e-shops.
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o Continue to apply the Civil and Commercial Code to Internet service provider (ISP) liability cases,
including for storing infringing content.

Other procedural challenges in Argentina include defaults in the evidence chain of custody for cybercrime
cases and the characterization of profit and economic benefits from online advertisements. The Government of
Argentina should continue to apply the Civil and Commercial Code to ISP liability cases, including for the storing of
infringing content.

Enforcement actions against piracy linking and direct download sites require complex investigations involving
data requests to multiple service providers, who, in turn, require the support of judicial authorities for the requested
actions. Unfortunately, because law enforcement authorities generally fail to prioritize online copyright infringement
cases, rights holders must instead rely on self-help measures. While there are some positive examples of private sector
cooperation, there are no clear incentives from the government to generate cooperation between the private and public
sectors, causing a shortage of voluntary and beneficial initiatives.

o Create a specialized Intellectual Property (IP) Prosecution Office and establish federal jurisdiction over
copyright crimes.

The Government of Argentina should establish greater cooperation among federal enforcement agencies to
address online piracy as a united front by creating a specialized IP Prosecution Office and establishing federal
jurisdiction over copyright crimes. Argentine law enforcement authorities need to be trained to recognize the importance
of online IP protections as an important piece of Argentina’s digital economic development and its collateral benefits
for public security policies. Additionally, law enforcement authorities should take further concrete steps to establish an
agenda that reflects short- and long-term goals for tackling illegal sites and piracy groups operating in the country.

e Assign adequate legal powers and financial resources to the Ministry of Justice's Copyright Office
(Direccion Nacional del Derecho de Autor) and undertake routine, ex officio actions, such as inspections
and raids of physical markets to stop commercial piracy.

The Ministry of Justice’s Copyright Office (Direccion Nacional del Derecho de Autor) is underfunded. The
Government of Argentina could strengthen the Office’s ability to respond to commercial piracy by assigning it adequate
legal powers and financial resources. Moreover, the Government of Argentina should undertake routine, ex officio
actions, such as inspections and raids of physical markets to stop commercial piracy.

o Actively involve the Argentine Customs Office (DGA-AFIP), with whom the U.S. Embassy is increasingly
engaged, in copyright enforcement actions and to monitor and perform border operations.

Another potential tool in the fight against piracy in Argentina is with more involvement from the Argentine
Customs Office (DGA-AFIP). The Government of Argentina should actively involve the Customs Office in copyright
enforcement actions and engage customs authorities to monitor and perform border operations against counterfeit,
high-value products, such as circumvention devices and modified game consoles, entering the country via airports and
land borders.

LEGAL REFORMS

o Facilitate introduction of legislation in the renewed Congress as of 2024 for the adequate protection for
technological protection measures (TPMs) and rights management information (RMI) and provide legal
remedies against their removal.
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Argentina lacks legislation establishing protections relating to TPMs and RMI, which are critical for enabling
legitimate online business models and products. The lack of these legal tools is a further obstacle to enforcement
against circumventions of copyright works. TPMs and RMI serve as critical mechanisms for safeguarding digital
content. The absence of adequate TPM and RMI provisions in Argentine legislation raises significant concerns
regarding the protection of online content, including issues like stream ripping.

TPMs and RMI are integral to ensuring that content creators and rights holders can control the distribution
and usage of their intellectual property in the online environment. The WIPO Copyright Treaty (WCT) and the WIPO
Performances and Phonograms Treaty (WPPT) (collectively the WIPO Internet Treaties) mandate the implementation
of remedies against the removal of TPMs and RMI. These treaties reflect global recognition of the importance of these
tools in the digital era and the need for legal frameworks to protect it. Argentina is a signatory to the WIPO Internet
Treaties, which require contracting parties to provide adequate protection and legal remedies against the removal of
effective technological measures. Argentina should introduce legislation to meet this important commitment.

e Repeal provisions empowering El Fondo Nacional de las Artes to charge fees for the “Paying Public
Domain.”

Argentina’s El Fondo Nacional de las Artes (FNA, National Endowment for the Arts)—is an autonomous body within
the Ministry of Culture of the Nation, that has the power to collect fees for copyright works that have fallen into the
public domain. According to Law No. #1,224 and Resolution #15,850/77, FNA’s main source of funding is the Paying
Public Domain (“DPP”). The DPP is a fee (not a tax) that must be paid in Argentina for the use of a work authored by
a national or foreign creator who died more than 70 years ago (the copyright term in Argentina is the life of the author
plus 70 years). In 2022, Argentina adopted Resolution #662/2022, extending FNA’s authority to charge fees against
DPP rights used in the digital environment. Since the enactment of Resolution #662/2022, the video game industry
reports receiving invoices from the FNA for using adaptations of stories from the public domain, including centuries-old
mythologies, in video games. This highly unusual practice, rather than furthering the arts, discourages creative
expression by introducing unwarranted uncertainty and financial and administrative burdens for the creative sector.
The recent enforcement of the PDD reflects the funding pressures the FNA faces; indeed, the legislature recently
proposed to close the agency due to budgetary restraints. If Argentina is to continue FNA’s mission to encourage the
creative arts, it should do so without burdening the creative community it seeks to support.

MARKET ACCESS

o Remove quotas for motion pictures, television content, and electronic devices, and refrain from extending
quotas to over-the-top (OTT) services.

Media Law #26.522 (promulgated through Regulatory Decree #1225/2010) established a registry of national
films at the National Film and Audiovisual Arts Institute (INCAA) from which Pay-TV programmers select productions
to comply with the quotas imposed by Article 67 of Media Law #26.522. The list includes both existing and yet-to-be-
filmed productions. Both INCAA and ENACOM have yet to establish compliance procedures for Pay-TV programmers.
The decree presents several problems, such as whether channels with highly specific content will be able to find
suitable content in the registry and whether programmers are subject to fines if they do not broadcast productions that
ultimately fail to be completed.

Local filmmakers increased pressure on INCAA and ENACOM to enforce existing quotas® and to modify
Media Law 26.522 to extend quotas to streaming services. Another proposal by local interest groups would modify the

5 Resolution #4773 E/2017, mandating certification of compliance with the screen quota provisions set forth in Section 67 of the 2009 Media Law and its
accompanying regulation (Decree #1225/10) went into effect on January 1, 2018, but it has never been enforced. The quota regime requires free television licensees
to air eight Argentine feature films per calendar year. Likewise, non-national (retransmitted) subscription television services that show primarily fiction programs
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1994 Law #17.741 for the Promotion and Regulation of Film production (also known as the Film Law) to implement
screen quotas on digital platforms and subscription-based media for which more than 50% of broadcast content is
fiction, documentary, or animation programs: 35% must consist of nationally produced audiovisual content by
companies or studios not associated with or part of the exhibitor, 75% of which should be at most two years old. All
audiovisual broadcasting services including free-to-air television signals and mobile telephony with video platforms
would also be required to produce at least 20 hours of national audiovisual productions per year. There appears to be
an increase in proposals to regulate streaming services by introducing content quotas and imposing taxes (bills include
#3951-D, #5735-D, and #6716-D). [IPA cautions against proposals for additional quotas or imposing quotas on
streaming services because they negatively impact non-Argentine content industries and impact the competitiveness
of audiovisual ecosystems where cross-border services are subject to local content quota requirements.

o Reject customs duties on audiovisual works based on the potential royalty value of the work rather than
on the value of the carrier medium, as well as other customs duties and taxes that burden foreign rights
holders.

Argentina assesses customs duties on audiovisual works based on the potential royalty value of the work
rather than on the value of the carrier medium. This runs counter to international best practice and is a form of double
taxation, as royalties are subject to withholding, income, value-added, and remittance taxes.

In December 2017, the government passed a tax reform law that imposes a 35% customs duty on imported
video game consoles, which negatively impacts the entertainment software industry as consumers resort to “unofficial
importation” to avoid paying the extra charges. Moreover, the law also imposed a 21% Value Added Tax (VAT) on OTT
services as well as on a range of services provided by companies in the “collaborative economy.” Then, in December
2019, the Fernandez Administration imposed a 30% Social Solidarity and Productive Reactivation Tax (PAIS Tax) over
OTT services, including video game, music, and movie services. The PAIS tax is currently in force and will expire on
December 31, 2024. Additionally, on September 19, 2020, Argentina’s Central Bank imposed a 35% fee on foreign
credit card charges, which has a negative impact on Internet and streaming services such as online game platforms
that operate in the country and use foreign currency. These laws contradict international norms and should be amended
or repealed.

o Amend legislation to adapt the split of performance rights collections of music performers and phonogram
producers to the 50-50 international standard, instead of the currently inequitable split of 67% to
performers and 33% to producers.

Argentina’s current law, approved in 1974, establishes that collections on behalf of music performers and
phonogram producers shall be distributed 67% to performers and 33% to producers. This unfair distribution rule,
imposed by law, goes against international practice and basic fairness. IIPA urges Argentina to consider legislation
that establishes a more balanced distribution of 50% to performers and 50% to producers. This unfair situation can be
changed only by legislation. As of October 2023, this disproportionate split in the distribution of revenue from
performance rights remains the same.

are required to allocate 0.5% of the previous year’s annual turnover to acquire, prior to filming, the broadcast rights to independent Argentine film and TV movies.
Moreover, in July 2018, INCAA published a resolution (Resolution #1050/2018) regulating content quotas for movie theatres, which came into force on July 10,
2018. Domestically produced films must represent 30% of the volume of content shown, for the entirety of one week per quarter where there is a dedicated screen.
While that 30% content quota was in effect previously, under the prior regulatory regime, the screen could be shared with another film. Under the new regulation,
should the exhibitor share the screen with another movie, it will be considered a partial fulfillment, and the local production must be shown for two weeks (a minimum
of one screening per day for at least one additional week) or until the full quota is fulfilled. Also in July 2018, ENACOM announced Resolution #4513 establishing
that a 30% local content quota would be enforced on free-to-air TV in urban areas (10-15% for lesser populated markets). [IPA recommends that this quota provision
be eliminated, as quotas distort the market, discriminate against U.S. audiovisual content, and are likely to result in increased piracy because Argentine consumers
are unable to get sought-after U.S. content.
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e Reject other legislative or regulatory proposals that burden the creative industries or unfairly target
foreign rights holders.

There are currently four bills that seek to modify the legislative framework for OTT services: the law on
“Audiovisual Communication on Digital Platforms,” the law on “Federal Audiovisual Promotion,” the “Federal Law for
Production and Industry,” and the law establishing the “Creation of a Fund for AV Industry Workers.” The common
themes in all these bills respond to two demands from the entire sector: that platforms pay tribute to the Development
Fund and that a portion of their catalogs be dedicated to national films, series, and documentaries.

The bill that has the broadest support, a measure developed by the National Audiovisual Space (EAN), is a
new Cinema Law focused on global platforms for funding the local audiovisual sector. The proposals for content quotas
also include an obligation to invest in national productions, and that the productions in the catalog be current, no more
than two years old, and in part independent. In addition, “proportional visibility” ensures that algorithms establish a
prominence ratio of 20% of national productions. Another bill requires 25% and a brand must be identified as “Argentine
content.”

o Reject Executive Order #600/19 that imposes an obligation to unify performance rights tariffs for hotels
and establishes a governmental control over tariff rates.

On September 23, 2019, the music industry filed a judicial review action challenging the constitutionality of
the Executive Order #600/19 (Order) that created a single public performance tariff for all hotels and established a
governmental control over tariff rates. The action claims that the Order is an unconstitutional and confiscatory measure
because it deprives rights holders of the freedom to set rates according to the nature and specifics of different uses
and to enter freely negotiated agreements with users’ associations. In 2022, the case was still pending for resolution
before an administrative court of first instance in Buenos Aires.
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CHILE

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (lIPA)
2024 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: |IPA recommends that Chile remain on the Priority Watch List in 2024.

Executive Summary: The digital market for creative content in Chile is teeming with infringing materials, a
problem exacerbated by a weak legal framework and inadequate dedication and coordination of government resources
for online enforcement. Chile’s copyright law, which more than ten years ago established what at the time was an
experimental notice-and-notice online piracy response system, has utterly failed to deter infringement online. The law
was adopted six years after the 2004 entry into force of the U.S.-Chile Free Trade Agreement (FTA), and yet it left
important FTA obligations unmet, such as protections against circumvention of technological protection measures
(TPMs) and deterrent remedies against infringement, among other deficiencies.

Chile needs to do more to address the piracy problem, including the reform of its online liability framework,
which involves a completely ineffective takedown procedure, and the creation of a centralized authority responsible for
all copyright-related matters. Chile should also utilize new enhanced legal powers granted by Law #21,577 and Law
#21,595, enacted in June and August 2023 respectively, to prosecute crimes related to organized crime. These laws
provide more efficient mechanisms for the prosecution of crimes, such as computer-related crimes and violations
against intellectual and industrial property. If used properly, these new laws may assist in prosecuting acts of piracy.
The Government of Chile should amend the copyright law to address deficiencies in the U.S.-Chile FTA obligations,
as well as other needed amendments. Finally, [IPA urges USTR to monitor the impact that any constitutional changes
may have on Chile’s intellectual property rights (IPRs) landscape and to closely monitor how any reform will permit
Chile to adequately implement its existing international, multilateral, and bilateral commitments to provide strong
copyright protection, enforcement, and equitable market access.

PRIORITY ACTIONS REQUESTED IN 2024

Enforcement

o Create a centralized copyright authority responsible for all copyright-related matters, such as registration and
enforcement, to coordinate the promotion, administrative enforcement, and public policies related to copyrights
and neighboring rights.

o Utilize the enhanced legal powers granted by Law #21,577 and Law #21,595 to prosecute crimes related to
organized crime and heighten the criminal liability of legal entities in committing criminal offenses.

Legal Reforms

e Improve and update Chile’s legal framework for Internet Service Provider (ISP) liability and online copyright
enforcement significantly to foster the development of a healthy digital marketplace.

o Enact amendments to address deficiencies in Chile’s copyright law related to the U.S.-Chile FTA.
Protect the successful Chilean collective management system and discourage or withdraw legislative proposals
to amend it.

o Refrain from reducing copyright infringement penalties currently provided in the Intellectual Property (IP) Law.

o Ensure that the eventual overhaul of the country’s constitution and other laws adequately ratifies the country’s
international, multilateral, and bilateral commitments to strong copyright protection, enforcement, and equitable
market access.

' For more details on Chile’s Special 301 history, see previous years’ reports at https://iipa.org/reports/reports-by-country/. For the history of Chile’s Special 301
placement, see https://www.iipa.org/files/uploads/2024/01/Appendix-B-2024.pdf.
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o  Abandon the pending amendment to Article 24-H of the Telecommunications law, which creates an unlimited net-
neutrality principle, with no distinction between legal and illegal content.
o Adopt other needed legal reforms to effectively fight piracy in Chile.

Market Access
o Avoid enacting legislative proposals on screen quotas that would discriminate against non-Chilean audiovisual
works and would contravene the U.S.-Chile FTA.

ENFORCEMENT

o Create a centralized copyright authority responsible for all copyright-related matters, such as registration
and enforcement, to coordinate the promotion, administrative enforcement, and public policies related to
copyrights and neighboring rights.

Chile suffers from a piracy problem and needs a coordinated effort to address the issue. Chile remains without
a dedicated, centralized authority responsible for copyright and copyright enforcement. Currently, copyright matters
are handled by four different entities: (1) Departamento de Derechos Intellectuales en la Direccion de Bibliotecas,
Archivos y Museos (Department of Intellectual Property Rights and Direction of Libraries, Archives and Museums),
Ministry of Education; (2) Minister of Education; (3) DIRECON - Direccion de Economia, Departamento de la P/
(Direction of Economy, Department of Industrial Property), Ministry of Foreign Affairs; and (4) the IP prosecutor. The
implementation of a unified agency would be advantageous to the fight against copyright infringement and help deliver
significant results as has been shown in other countries that have such organizations already in place for enforcement
coordination and best practices implementation.

The most prominent forms of piracy in Chile remain stream ripping and the use of cyberlockers. The most
popular stream-ripping sites in Chile are y2mate.com, savefrom.net, and ssyoutube.com. These sites received 7.1
million, 1.8 million, and 1.5 million visits from Chile respectively in the second quarter of 2023, according to SimilarWeb
data. The most popular cyberlocker in Chile is Mega.nz. This site received 7.3 million visits from Chile during the second
quarter of 2023, based on SimilarWeb data. Another popular cyberlocker, 7fichier.com, received over 2.4 million visits
during this same period. Piracy streaming sites, piracy apps, and ISD piracy are widespread means of film and
television piracy in the country. Signal theft is also a major concern to the local pay-tv industry. Generally, [IPA members
report a widespread lack of enforcement efforts by the Government of Chile to tackle online piracy.

The video game industry has reported in previous years that Chilean Customs had conducted several border
seizures, and |IPA encourages additional such actions in 2024. As many of these seizures involved repeat importers,
[IPA urges Chile to implement policies and measures that deter repeat importers of infringing products. Also, without
coordination and cooperation of other agencies responsible for IP, enforcement will remain lacking. Specialized Internet
crime police units from Carabineros and Policia de Investigaciones (Military Police and Investigatory Police) are not
focused on IP crimes or any disruptive strategies for broader IP enforcement actions at the local level, despite a good
level of technical investigative skills present.

In December 2022, the first “National Policy against Organized Crime” was published with the objective of
reducing the criminal activity of criminal organizations operating in Chile through planned and coordinated action by
state institutions that have a role in the prevention, control, and prosecution of organized crime. One of its lines of
action is to implement an inter-institutional training plan with Carabineros de Chile, Investigative Police, Public
Prosecutor's Office, Gendarmery (Prison Service Military), General Directorate of Maritime Territory and Merchant
Marine, National Customs Service, National Intelligence Agency, Financial Analysis Unit, and Internal Revenue Service
on organized crime on topics including: asset investigation; investigation techniques and tools according to updated
regulations; criminal types of organized crime and terrorism legislation; information gathering on the Deep and Dark
Web; handling of digital evidence and other expertise; and intellectual property, counterfeiting, and piracy.
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In addition, in August 2023, Decree 7/2023, “Technical Norm for Information Security and Cybersecurity” was
published. This decree requires that each organ of the State Administration must develop an Information Security and
Cybersecurity Policy that must follow information security standards. Therefore, since all technical standards consider
controls related to the prohibition of the use of pirated software, the use of unlicensed software is not authorized in
public organizations.

IIPA urges the Government of Chile to create a centralized copyright authority responsible for all copyright-
related matters, such as registration and enforcement, to coordinate the promotion, administrative enforcement, and
public policies related to copyrights and neighboring rights.

o Utilize the enhanced legal powers granted by Law #21,577 and Law #21,595 to prosecute crimes related to
organized crime and heighten the criminal liability of legal entities in committing criminal offenses.

In 2023, two legal reforms were enacted that gave private organizations and the Public Prosecutor enhanced
legal powers. Law #21,577 strengthens the prosecution of organized crime offenses, establishes special investigative
techniques, and bolsters the confiscation of illicit profits. Law #21,595 pertains to economic crimes. These reforms not
only bolster the prosecution mechanisms for organized crime but also generate criminal liability for legal entities.
Specifically, these laws provide more efficient mechanisms for the prosecution of crimes, among which are computer-
related crimes and violations against intellectual and industrial property. These new laws may assist in prosecuting
acts of piracy but, due to their recent enactment, it will be necessary to see the results of the cases brought to court to
determine their effectiveness.

LEGAL REFORMS

e Improve and update Chile’s legal framework for Internet Service Provider (ISP) liability and online
copyright enforcement significantly to foster the development of a healthy digital marketplace.

In the U.S.-Chile FTA, Chile made bilateral commitments to the United States to significantly improve its levels
of copyright protection and enforcement.? Yet, Chile’s copyright law regime remains inadequate and lags far behind
both international best practices and the baseline for member countries of the Organization for Economic Co-operation
and Development (OECD). Although Chile adopted amendments to its copyright law in 2010, Ley No. 20.435 is
detrimental to effective online copyright enforcement. For years, IIPA has repeatedly voiced concerns regarding Chile’s
deficiencies regarding copyright protection, and the urgency for reform is as strong as ever.

Article 85N of Chile’s copyright law establishes a safe harbor for hosting service providers and search engine,
linking, or reference services that do not have “effective knowledge” of IPR infringement, which—by law—can be
established only by a court order (issued as per procedure under Article 85Q). This provision significantly limits the
circumstances where a hosting, search, or linking service provider can be liable for infringements committed by its
users. This article also opens the door to abuse because online services that engage in making copyright-protected
transmissions routinely seek to portray themselves as mere “hosting” services to avoid liability under copyright law.
Article 850, which sets out the conditions for liability limitation, also poses problems due to its conflicting criteria. The
provision at first appears to narrow the safe harbor by setting out an additional eligibility criterion that “service providers”
must meet to avoid liability for IP infringements, namely: “that the service has not generated, nor selected the material
or the recipient” (Article 850 (c)). However, the last sentence of Article 850 then sets out that providers of “search,
linking or reference services” are exempt from these additional conditions.

Article 85R provides that a court can order access to be blocked to clearly identified infringing content, but
only if the blocking does not involve blocking access to other content. This provision creates infinite scope for abuse

2The U.S.-Chile Free Trade Agreement (FTA) is available at https://ustr.gov/trade-agreements/free-trade-agreements/chile-fta/final-text.
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(as the posting of a single non-infringing work can be relied upon to thwart blocking measures) and significantly limits
the power of Chilean judges to order effective remedies to limit and prevent online IP infringement. These limitations
on the power of the Chilean judiciary contribute to the low level of online IP enforcement in Chile and the persistent
online piracy problem.

Where ISPs are eligible for the above safe harbor privileges, Article 85Q of the copyright law requires ISPs to
remove or disable access to copyright-infringing content only following a lengthy, expensive, and complicated court
process that can take over a year and is out of step with international norms. This legal requirement can be an excuse
for ISPs unwilling to take down content and can even be a legal obstacle for ISPs that would otherwise react to rights
holders’ take down requests expeditiously. There is no incentive for ISPs to act expeditiously to remove infringing
material, and there are no fines or sanctions for non-compliance with takedown notices. Instead, the law places time-
consuming and disproportionately burdensome obligations on rights holders, such as requiring rights holders to have
a legal representative in Chile to send notices of infringement. Currently, the only method of tackling infringing content
online is to follow the burdensome and ineffective notice-and-notice system (Article 85U), which requires ISPs to pass
on takedown requests to uploaders. However, rights holders have no way to know whether an infringer has actually
been notified to take down material, and there are no provisions to deter repeat infringers or measures demonstrated
effective in preventing or restraining infringement. The cost and ineffectiveness of Chile’s “notice-and-notice” system
has prompted the music industry to discontinue using it altogether. The only remaining option available to rights holders
is to initiate a civil case directly against the user, a practical impossibility given the very high numbers of infringing
users.

lIPA urges the Chilean government to amend its 2010 law to develop a meaningful legal framework for
addressing copyright infringement online. As part of this, to avoid abuse of the “safe harbor” provisions, the law should:
(i) clarify that safe harbors should apply only to passive and neutral intermediaries that do not contribute to infringing
activities; (i) enable and meaningfully incentivize intermediary service providers to enter into voluntary cooperation
with rights holders against online copyright infringement; (iii) eliminate the court order requirement prior to content
removal or takedown; (iv) introduce deterrent civil and criminal sanctions for copyright infringement, establish statutory
(e.g., pre-established) damages, improved injunctions, including an express legal basis for injunctions against
intermediaries to prevent access in Chile to domestic and foreign-based infringing websites, and an effective civil ex
parte search remedy; (v) provide for deterrent criminal penalties for unauthorized camcording of films in theaters,
without requiring any proof of commercial intent; and (vi) adopt and enforce TPMs legislation with civil and criminal
penalties for acts of circumvention and the trafficking in devices or services. Finally, to be effective, the system should
require measures demonstrated effective in preventing or restraining infringement.

o Enact amendments to address deficiencies in Chile’s copyright law related to the U.S.-Chile FTA.

Chile’s latest copyright law was adopted six years after the 2004 entry into force of the U.S.-Chile Free Trade
Agreement (FTA), and yet it left important FTA obligations unmet, including:

Statutory Damages and Civil Remedies: Pursuant to the FTA, Chile is required to provide for civil remedies,
including seizures, actual damages, court costs and fees, and destruction of devices and products. Yet, Chilean
copyright law does not establish adequate statutory damages (e.g., pre-established damages), nor does it provide a
dedicated procedure for obtaining injunctions or an effective civil ex parte search remedy.

Protection of TPMs and Criminalization of Circumvention Devices: Even in light of its 2018 legislation
criminalizing satellite signal decoders, Chile still falls short of its FTA obligation to provide adequate legal protection for
TPMs used to control access or restrict unauthorized acts to a protected work. The sale of video game copier devices
and modification services on online marketplaces and through social media is pervasive. Also, music rights holders are
left without support to tackle the problem of stream-ripping sites that allow users to download content, without
authorization, through circumvention of TPMs. Draft Bill #14767-0 aims to modify the Chilean IP Law to include TPMs
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but has not progressed. Chile should amend its law to provide adequate legal protection for all forms of TPMs and
protect against their circumvention.

Exceptions to Protection: The law contains certain exceptions that appear to be incompatible with
international norms and the FTA. These include: a reverse-engineering exception that is not restricted to achieving
interoperability; exceptions that could allow libraries to reproduce entire works in digital form without restriction; and
the lack of overarching language consistent with the three-step test set forth in international treaties (and the FTA) to
ensure that all exceptions and limitations are properly calibrated.

Lack of Secondary Copyright Liability Rules: In the civil liability area, general tort law principles do not
help copyright holders in establishing secondary liability in Chile. IIPA urges Chile to incorporate secondary liability
principles in its copyright law to incentivize platforms to cooperate in the fight against piracy, among other goals.

o Protect the successful Chilean collective management system and discourage or withdraw legislative
proposals to amend it.

A proposed legislative package has been filed by the new government to Congress in which significant
changes in the collective management legal regime are proposed. One of the most important pillars of the successful
collective management system in Chile is the fact that, for many years, existing collecting societies have enjoyed a
statutory framework that allows them to enforce performance rights in the market effectively. The proposed legislation
is at an early stage of consideration, but IIPA is concerned changes may interfere with Chile’s well-functioning
performance rights market. Nevertheless, any such proposals should be strongly opposed to avoid a regression in an
otherwise successful performance rights market.

o Refrain from reducing copyright infringement penalties currently provided in the Intellectual Property (IP)
Law.

The 2019 draft proposal to amend the penal code was distributed for consultation and proposed to
dramatically reduce all penalties for copyright infringement and eliminate specific sanctions for the unauthorized
reproduction of phonograms (Articles 353, 354, and 355). The proposal would effectively treat copyright infringement
as a misdemeanor and would delete specific sanctions for piracy crimes against phonogram producers. It is unclear
what the current state of the text is or whether the political will exists to move this proposal forward. Due to the significant
volume of opposing comments received from the private sector, the Minister of Justice delayed the project’s submission
to Congress pending further analysis. At present, the draft is still under consideration at the Ministry of Justice with no
specific timeframe.

e Ensure that the eventual overhaul of the country’s constitution and other laws adequately ratifies the
country’s international, multilateral, and bilateral commitments to strong copyright protection,
enforcement, and equitable market access.

In an October 4, 2022 referendum, the proposed draft of the new Constitution was overwhelmingly rejected.
Negotiations on the modification of the Constitution continue. [IPA urges Chile to ensure all future work on the
Constitution preserves, at a minimum, current levels of protection for IPRs. Rights holders seek to achieve the right
balance among all fundamental rights. IIPA urges the Convention to ensure that any reform adequately implements
the country’s existing international, multilateral, and bilateral commitments to strong copyright protection, enforcement,
and equitable market access. IIPA urges USTR to monitor the constitutional reform and its implications for copyright
protection and enforcement, particularly in view of Chile’s FTA obligations.

o Abandon the pending amendment to Article 24-H of the Telecommunications law, which creates an
unlimited net-neutrality principle, with no distinction between legal and illegal content.
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In May 2020, amendments to the Telecommunications Law were passed at the Specialized Commission of
Transports and Communications in the Senate. After consideration, the Bill was returned to the aforementioned
Commission in July 2021 for further study and consideration. The core of this reform is the proposed modification of
Article 24-H (sections “a” and “b”). Under the modification, ISPs are prohibited from implementing any policy measure
for the purpose of prioritizing traffic, or any measure that would have the effect of causing delay to Internet access. The
Bill also removes from Article 24-H the all-important “legal” requirement that would distinguish between access to “legal”
content, websites, and apps on the Internet, and “illegal” content, websites, and apps on the Internet. It would also
have the effect of hindering the use of tools or devices on the Internet to inhibit access to such materials online. In sum,
the Bill imposes an unlimited and unrestricted net neutrality principle in Chilean legislation with no limitation or
distinction regarding the legality of the content, device, website, app, or service accessed by the Internet users. This
proposed “unlimited” net neutrality proposal is in stark contrast with the law in both the United States and the EU, where
net neutrality principles apply only to legal Internet traffic and content. The Bill also proposes to further enshrine the
position that access to illegal content can be blocked “only by judicial order.”

The implications of this proposal are especially relevant to the consolidation of a digital music market in Chile.
An unlimited net neutrality principle would make it even more cumbersome for rights holders in Chile to enforce their
IPRs online. The idea of resorting to the judiciary for each and every infringement of copyrights or neighboring rights
is a de facto diminution of the level of protection in Chile, because most of the infringement cases committed online
can be addressed by coordinated and voluntary action between rights holders and ISPs. The reform could imply that
Internet users in Chile have a de facto right to freely access pirated content, and that ISPs and rights holders cannot
do anything to prevent or deal with such infringements. Due to a lack of prioritization of this Bill, it is difficult to predict
any time frame for a vote on the floor.

e Adopt other needed legal reforms to effectively fight piracy in Chile.

Injunctive Relief: The music, sports, and TV industries have pursued successful test cases regarding
infringing websites in Argentina, Peru, Mexico, Uruguay, Brazil, and Ecuador, but these industries report that Chile
lacks a legal mechanism that ensures ISPs can impose effective relief to remove infringement, including, where
applicable, to disrupt or disable access to structurally infringing websites on a no-fault basis, upon rights holders’
applications to appropriate authorities. Article 85R of Law No. 17,336 of August 1970 on Intellectual Property (modified
by Law No. 21,045 of November 3, 2017) provides that a court can order an ISP to block access to clearly identified
infringing content only if the blocking does not block access to other non-infringing content. This limitation hampers
enforcement under the provision, as the posting of a single non-infringing work can be relied on to thwart blocking
measures, and significantly limits the power of Chilean judges to order effective remedies to limit and prevent online
infringement. This contrasts with the situation in the EU and a number of Latin American countries where courts have
mechanisms that ensure ISPs can impose effective relief to remove infringement, including, where applicable, to disrupt
or disable access to structurally infringing websites on a no-fault basis, upon rights holders’ applications to appropriate
authorities, while considering the totality of the circumstances. The music, sports, and TV industries further report that
the Article 85R procedure, in conjunction with the last line of Article 85L, is also seen by some ISPs as preventing them
from cooperating with IP rights holders on a voluntary basis.

Theatrical Camcording: [IPA continues to urge the Chilean government to enact legislation that would

criminalize illicit camcording in theaters, including deterrent penalties. Such legislation should not include any
requirement of proof of the camcorder’s intent to profit.

MARKET ACCESS

o Avoid enacting legislative proposals on screen quotas that would discriminate against non-Chilean
audiovisual works and would contravene the U.S.-Chile FTA.
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In January 2020, the Chamber of Deputies passed a bill adding a chapter on screen quotas to the Audiovisual
Promotion Law, and the initiative awaits further debate. This bill would require exhibitors to show at least one fifth of
nationally produced or co-produced audiovisual works as part of their total showings when ticket sales for a Chilean or
co-production film, taken as an average from Thursday to Sunday, constitute at least 10% of overall cinema hall
capacity in peak season and 6% in off-peak season. In free-to-air television prime time, 40% of content would have to
be of Chilean origin and at least 15% would have to correspond to Chilean cinematographic works, such as feature
films, series, and miniseries, among others. In July 2021, the proposal was approved by the Senate’s Education
Commission (Comisién de Educacion), but the bill has not progressed. U.S. motion picture exporters remain concerned
that the screen quota, if signed into law by the president and implemented, would discriminate against non-Chilean
works and would contravene Chile’s bilateral FTA commitments.
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CHINA (PRC)

INTERNATIONAL INTELLECTUAL PROPERTY ALLIANCE (lIPA)
2024 SPECIAL 301 REPORT ON COPYRIGHT PROTECTION AND ENFORCEMENT

Special 301 Recommendation: [IPA recommends that USTR maintain China on the Priority Watch List in
2024 and that China be monitored under Section 306 of the Trade Act."

Executive Summary: China remains a critical market for the creative industries. With the largest Internet
user base in the world, China’'s online marketplace continues to expand, although there was some slowing of
momentum in 2023, in part due to continued disruptions from the COVID-19 pandemic. Persistent and evolving piracy,
worsening market access concerns, some timing and deterrence issues in court cases, and remaining legislative
shortcomings hamper rights holders’ ability to distribute copyright content, protect their content most effectively, and
see the Chinese creative marketplace reach its full potential.

In a positive development, China’s 2021 amendments to its Copyright Law include the introduction of the
rights of broadcasting and public performance for producers of sound recordings, as well as a ten-fold increase in
maximum statutory damages and the ability to shift the burden of proof to the accused infringer; protections for
technological protection measures (TPMs); and the elevation of certain elements of the three-step test into the law.
While these developments are laudable, the implementing measures of this law and prior 2019 Opinions, as well as
new draft judicial interpretations must be fully and properly implemented. Unfortunately, the amendments did not
include several critical reforms, including extending the term of protection to match the international standard of at least
70 years and the adoption of a more effective online responsibility framework.

The Supreme People’s Court (SPC) has steadily improved the position of rights holders generally by clarifying,
strengthening, and streamlining the application of copyright laws with respect to civil, criminal, and administrative
enforcement actions brought in Chinese courts. The National Copyright Administration of China (NCAC) continues to
pursue administrative actions against certain online services that facilitate piracy, but these actions alone are not
sufficient to meaningfully deter widespread online piracy. Other serious enforcement challenges in China include
unauthorized camcording, unauthorized distribution of journal articles, and the proliferation of thousands of “mini video-
on-demand (VOD)’ facilities that screen unauthorized audiovisual content, among other things.

China remains one of the most challenging markets in the world for the distribution of copyright content.
Extensive market access barriers, both in law and in practice, severely limit foreign participation in the market. Notably,
some of these barriers are violative of China’s multilateral and bilateral obligations to the United States. Rather than
continue to pursue policies that impede access to its market, China should meet its trade commitments, eliminate
market access barriers, and take other steps to open its marketplace for the U.S. creative industries.

PRIORITY ACTIONS REQUESTED IN 2024

Enforcement

o  Fully implement the 2019 Guidelines on Strengthening the Protection of Intellectual Property Rights (Guidelines).

o Improve effectiveness of administrative enforcement by addressing repeat infringement and providing timely,
consistent, and transparent administrative actions with prompt and efficient transfer of copyright cases from
administrative to criminal authorities for investigation and prosecution.

" For more details on China’s Special 301 and Section 306 monitoring history, see previous years’ reports at: https://www.iipa.org/reports/reports-by-country/.
For the history of China’s Special 301 placement, see https://www.iipa.org/files/uploads/2024/01/Appendix-B-2024.pdf.
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o Improve the effectiveness of civil and criminal enforcement, including by issuing deterrent-level civil and criminal
penalties against operators of piracy services, with sufficiently high damages to compensate rights holders and
deter piracy.

Legal Reforms

o Swiftly and effectively implement amendments to the Copyright Law, including by accelerating the formulation and
promulgation of the new Regulations on Implementation of the Copyright Law (expected in late 2024), to ensure
effective implementation relating to: protection of TPMs for both access and copying; narrowly interpreted
exceptions to prohibition on circumvention; and the new public performance rights in China and the effective
exercise and management of these rights in accordance with international best practices.

e Address shortcomings in China’s Copyright Law relating to safe harbors from monetary liability for intermediaries
and in its Criminal Law to ensure that criminal penalties are available for all online piracy on a “‘commercial scale.”

o  Fully implement the intellectual property rights (IPR) enforcement commitments of the U.S.-China Phase One
Agreement.

e Fully implement the Judicial Proposals on Enhancing IP Protection and Serving Promotion of High-Quality
Development of Film Industry.

Market Access

o Abandon the slew of proposals that discriminate against U.S. producers and distributors of creative content.

e Immediately and fully implement all the terms of the 2012 U.S.-China Film Agreement and fulfill the Phase One
services purchasing obligations.

o Reconsider measures prohibiting foreign involvement in online publishing activities, allow distribution of
audiovisual content on online video platforms, and increase the number of approvals for foreign video games to
match the number of domestic approved video games.

o Refrain from extending China's burdensome content review regime to books intended for other markets and lift
content review procedures for imported physical sound recordings.

e Repeal additional impediments to China's market for U.S. audiovisual content, including higher censorship
standards, caps on online distribution of foreign films and TV dramas, burdensome documentation requirements,
and investment restrictions.

e Adopt a voluntary, age-based classification system to help eliminate disparate treatment of U.S. content and
ensure that China’s content review process is transparent, predictable, and expeditious.

ENFORCEMENT

o Fully implement the 2019 Guidelines on Strengthening the Protection of Intellectual Property Rights
(Guidelines).

Late in 2022, the China National Intellectual Property Administration (CNIPA) published a three-year Plan
(replacing the prior 2020-2021 plan) implementing the 2019 Guidelines on Strengthening the Protection of Intellectual
Property Rights (Guidelines), which were jointly released by the Office of the Chinese Communist Party’s (CCP) Central
Committee and the Office of the State Council in November 2019. CNIPA’s plan specifies 114 measures related to
intellectual property in six categories (with deadlines). The Plan contains items relevant to the copyright industries, and
IIPA will be monitoring these developments closely. Industry has identified at least 24 of the 114 measures as having
direct relevance to the protection and enforcement of copyright, including lowering criminal thresholds; streamlining
evidence processes; establishing a list of repeat infringers; and regulating websites to “remove infringing content,
disrupt pirated website links, [and] stop the dissemination of infringing information.”
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Moreover, China should separately define criminal violations regarding circumvention of TPMs or trafficking
in circumvention technologies as noted in the Guidelines. As the world’s primary manufacturer, producer, supplier, and
exporter of video game circumvention devices and software components, China drives significant amounts of online
video game piracy around the world. Game copiers or modification chips are devices commonly used to bypass TPMs
in a video game console to download and play infringing video games on “modded” consoles. These devices allow
infringing games distributed over the Internet to be played on handhelds or consoles. The harm they cause is not
limited to console makers because almost all games developed for play on consoles, including those developed and
published by third parties, can be illegally downloaded from the Internet.

Additionally, two other measures will help advance the protection and enforcement of copyright, including
measure 56, to “[p]ush IP Courts to hear IP criminal cases, continuously push reform of ‘Three in One (criminal, civil,
and administrative cases in one court)’ IP trial mechanism,” and measure 51, to “[flurther enhance management of
website platforms, push fulfillment of platform accountability, and based on opinions of related departments, dispose
suspected IP infringement information/content online, in accordance with laws.” The “Three in One” approach is one
that IIPA members would like to see fully implemented, particularly against not only the piracy app ecosystem but also
against the massive proliferation of the manufacture and distribution of piracy devices (PDs, also known as illicit
streaming devices or ISDs) that are ravaging copyright holders’ legal businesses and are mass exported from China.
The fact that the entire Asia-Pacific Economic Cooperation (APEC) member community is considering soft-law
approaches to this issue, and Singapore and Malaysia have enacted statutes and implemented them to crack down
on local sales of the infringing activities of PD/ISD resellers, indicates that the Government of China can do more to
tackle this problem:; it is hoped the Three in One approach will be effective.

o Improve effectiveness of administrative enforcement by addressing repeat infringement and providing
timely, consistent, and transparent administrative actions with prompt and efficient transfer of copyright
cases from administrative to criminal authorities for investigation and prosecution.

Online piracy in China—including illegal downloading and streaming of copyrighted content through piracy
websites, apps, and devices—has evolved extensively in recent years and remains a significant concern. For example,
the Entertainment Software Association (ESA) reports that in 2023 China ranked 6th in the world in number of
connections by peers participating in the unauthorized file-sharing of ESA member video game titles on public peer-to-
peer (P2P) networks. According to this same metric, China ranked 4th in the world for unauthorized file-sharing of
console-based video games; however, the level of unauthorized file-sharing for mobile game titles decreased
dramatically — bringing the country to a rank of 117t in the world in this category. Moreover, the music industry reports
that 78% of surveyed users in China admitted to using unlicensed or illegal sources to listen to music.2 A more holistic
enforcement response is needed to effectively combat the entire online piracy ecosystem, which poses the greatest
threat to the continued growth of legitimate businesses in China.

In addition to illegal downloading and streaming of copyrighted content, online journal piracy remains a
significant and persistent challenge. Given the unfortunate lack of deterrence in the marketplace, online platforms
engaged in providing unauthorized copies of journal articles and academic textbooks continue to operate. These
platforms host unauthorized PDF copies of academic monographs, edited collections, and textbooks and also facilitate
access to infringing content online in several other ways, including by providing users with search tools, through the
use of Internet bots, and by bypassing TPMs to gain unauthorized access to legitimate online services. Some of these
unauthorized services even reach out to the customers of legitimate publishers pretending to represent those rights
owners. Administrative enforcement measures are without lasting impact, as administrative authorities are unwilling to
act against previously sanctioned entities unless the rights holder files a new complaint for the same infringing conduct.
Rights holders must meet lengthy procedures involving repetitious and complicated evidentiary requirements. Pirated

2 International Federation of the Phonographic Industry (IFPI), Engaging with Music 2022, p. 26, available at https://www